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}d¥J¦?efHw�N§¨�a$©��pªHX[ 

! «¬YpJ()*+,-e®/0123456a¯�Zw�a°XlJ/

0±��N²³a´µZR�aJ¶·?sUwul¡.¸a¹°º»N¼½

aJ¾¿¢£�HÀÁavÂMÃMHUcÄÅ�Z[ 

! «¬pJÆÇU!"#$%&$'Y 2009ÈÉ|cÊËQlXZÌ/0ÍhÎ

Ï E�()*+,-./0123456�ÐYÑPQlXZ52<*Yt�Jo

Ò?ÓÔÕÖ×*|cØÓ8Ù,ÚÛÜYtZ[ØÓ8Ù,ÚÝ,ÞapJ]

ß?ÀÁa¯àQRáâÖ×*N48-QlXZ[ãßYp/0äh./01

23456?#jka°XlåÅQJæß.çßY()*+,-?KLMa°

XlJèßY/0123456a°XléQ¡$Ï�Z[êë?ìdaíul

ß¹lNîïQRUJ123456a¯�Zº»N¼½a$ÏQRXspJã

ß.èßNðñaòMJ��aóôlæß.çßNòõ.öXYt÷f[ßø

ù»apJ]ß?ÀÁa¯à�Z/0Íh��Çúû�üa ITý<þ,*úû�

?ÿ!ù»N"#R[ 

 

ÓÔÕÖ×* 
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! 123456789126:;<6=>?@9ABCDEFGHIJKLM

N812'OPQ)RSTUV>WXKJY12Z['H\]JN89^_>

`ab'cdeXKJAf9gh#ij'eXK>KS9$%&klmno6

pq'drsP9IJKL,?>K)t#uhT$%&klmno6vqwS

>J9SKWsxybTIJY12345'!"#GzJs{#L912|}

S12~�����#.eX�eK,-'��NT��S>WXKJY��8

L9�C#��'�r>K�vqw#>?>K�s{6���8IJ12|}

S9��������m~�9u��q�6���?9� >129¡l¢�

£��¤¥&�£�'¦J�pqw#>?>K�s{612~�����#�

KX§¨Y 

 

3456,.7879!

1-1. /0äh$12©ªS12|}9«¬b9¬®¯9°±²9³´`\9

°±µ6¶\9���m~�·¸¹ 

1-2. /0123456$º»¼�l½����9¥�%¾»¿ 

 

1-1. ()*+ 

 

:();<,()*+=!

! /0äh.PulvJ¶·?äh.QHZRSHv?UtZ.}YpH¡J

¶·?ähN¦?\\Tlp�lâUd¥öX[Q|QJ×8:,()*?V

Wae�J@RXYZ>?/0[\UÁ]aHuR~.YJ/0[\a.vH

f/0äha°XlRaq�N�Z��U^l_R[×8:,()*UVW�

Z`pJY¡?saa/0[\N�Z?pbcJ56?J�Þde?f<7g

6BC¬hJijJkle?^mnaocdJ/0[\ap#µH7<*U|

|ulXR[×8:,()*ae�JÓÔÕÖ×*NÊp�d¥JqYvrs

HI?tuNv}ZSH¡Jwx¼?sUsyYµZefa/0[\UYµZ

~..HuR[~dpJPz?�{?|}|cp~\QX~.YtZUJ/0

[\a�f��N��QlXHX.J/0ähNKQJtZXp�I��N�

ZÛÜ�vtZ[ 
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! ¦QlJ×8:,()*?VWae�JÓÔÕÖ×*N45�ZR�aHTML

P�N$©J.XuRR�H��NÏ��Z~.H¡JÕÙEJ���C SNS

.XuRÖ×*|c��a/0[\UYµZefaHuR[kcaJ���º

|cv×8:,()*N�PYµZ��kYJ��\Yv/0N�f�Y?�

�ÇJN�Ç.HulXZ[ 

! /0ähp��3?ù»YtZUJI�ù».v���.#.HulXZ[

�oJ/0[\a�f/0äha°XlJI�.¯à�}HUcâUZ[ 

 

:>?@7ABC,DEF=!

! Ì()*Y?��?¬µÃMpJqU¬XlXZ| |cHX|c¡N¬X

lv#¢£Ð.Xf¤ÄUtZ[~dpJæ°?}Y¤ulXZ[ã°¥pÌ�

�Ytd¥JI+HOXSNQlvöXÐ.Xfäh¦?v??ù»Yt�J

æ°¥pÌ()*?¬µÃMp��Yt�JqU¬XR|p |cHX Ð.X

f¦XÃMYtZ[ 

! æßYéQ¡×8:,()*?KLMN$Ï�ZUJ×8:,()*aX

l§\pÖ,J.-�×B8*.?¨YHkdJ¦?©apªX?()*�

?«¬atRZ IPBÚ6<?/0N®�Z[���a¬µÃMN�Z.J§

�p¬µÃMNQR Web Ö,Ja¬µÃMNQR-�×B8*? IP BÚ6<

UÒ¯kdZ[\RJ§\NQR2ÙJ×Øav§\?Ò¯U°±kdZ[�

��?ghÇJ���Np²QlXZWebÖ,J?ghÇJWebÖ,JUp²

kdlXZ×8:,()*Ö,?<2ÙJ×ØJe?Ò¯NRId¥JI? PC

|c¬µÃMNQR?|N<³�Z~.UYµZ[ATHh{UH}d¥J§

�p IPBÚ6<?Ê�apóôHXUJ/0ähJI�a´�Z¬µÃMUt

uR©apJR.U¥�µ¶·?��Nv}Rs|cJ~fXuR¯¸Ça¹

�JtZXpº»J¼½¬N§Ql[\Ç?/0Ê�N¾�Z~.UYµZ[

¬µÃMNQR PCtZXp���º? IPBÚ6<U.|d¥Jº»U2ÙJ

×ØaùX�.#Z~.YJ[\Ç?¿ÀNRXYµZ[ 

! ()*?���aÁÂÃÄN¬µÃõ.J��k\¬µÃ+/sURXQl

ÅÆkdZ?pJ~?efHh{aeZ[SNS ?�ÒaÇa?OÈN��Y¬

XRÉÉYJÊËaº»UÌ¡Sp�uRaHX.pXUJ«_()*a��

�pHX.Xf~.Ne¡hÄQlJ��Y[\�Z©avJÎ�Y[\�Z

?.ÍôÉÉ?ÎÏkNr°SUÏ�YtZ[ 
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:EGHI=!

! ()*���?¬µÃMU�µÐ·atRZ.QlÅÆkdR.XfÑ3,

<vJX\CÒQXv?YpH¡HulXZ1[�µ¶·.pJys?�µNÓ

°}Z��Yt�J@I��.Ql·�ÔÕÖ¾?×SØÙNkdZ~..J

�µ¶·L�ÚI 230 ÛãÜ�.QlÚSÝ?EÞ.HZ~.UtZ[@I�

�.Ql?�µ¶·pJsUJß�Jà�J�áJ\P¦?y?sâ�ãäa

°Xl��|cv}Zå|�æã����æã�Nçok#Z��NXf [Ú

IYpJè§�SÎNé��Z~.ae�JtZs?���æãNçok#R

ê�J�µ¶·L.HZ[ 

! ×8:,()*�Y�,78ëìÔ,8í&��N¼Ó�Z¬µÃMNQR

.QlJ�µÐ·Laù.dR��îa°XlJð ¼½¬p 2010 È 3 ï 15

�aJ�Äð�ÄNÐñQJÝò30óô.QRõö?÷øùL½úUûXQR[

()*�?üs'ýY?�µÐ·L?ï¹a°XlJð ¼½¬pÌþ|?'

ý�ÿ.!=Je�"C|H�TNiP�=µYpHXÐ.QR [()*/0

p@RXYZU#©asyÛÜYJ��U$%Hê�vt��Z~.CJ()

*�?´zY�µ&'U(cdZ°)pHX}Nâ*QlJ7g6B0+HI

.Íô1�Y½,�=µ/.QR[ 

 

:JKL=!

! ×8:,()*�a/0[\N�Z©apJÆ-.I�´.HcHXefa

/q�Z��UtZ[Æ-.I0æÛYpJÌÆ-.pJ¦12p3/N4-�

a'ýQRv?YtulJ56J$�J7�2p89?:;a<�Zv?NX

f[Ð.kdZ[Æ-.pÆ-NQR©}Y�Ì�a[´�Z[©f,-UH¡

lvöX[ 

! Æ-.IYpJÌ=>aeul¹�v\kdZ~.N¥�.Ql?@§\2p

ù@�A§\?B\N�fÐ~.N=>B\.Pf[×8:,()*a��Q

RWebÖ×*p�Ì=>B\aCTQJ^m.Í@aHZ[QRUulJys

?Æ-nN���aDE�ZeaeulWebÖ×*a=Ê�Z.JÆ-.F�

.HZê�UtZ[ 

! Æ-.I0 30 ÛYpJÆ-npJÌüs�a2p¤GÀ¦?y~da�HZ

ocdR:;ÀaXlÑP�Z~.Ð�MNOP�N¥�.�Z.µpJX¡

                                            
1 ()*YMUZÌ�µÐ·Ð I VW�ÅÆJð ¼ùL½úv (So-net) 
http://www.so-net.ne.jp/security/news/newstopics_201004.html 
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°|?JKNLXlJÑP�Zv?UMN�Z~.UYµZ.QlXZ[ 

! Æ-.I0 13ÛYpJ.�?¥�.HcHXÆ-n.QlJOI¦?y?I

PQRCS>=TU§HIaeZÄ�0VP0§aJ¼½¬?½ú UX�cd

lXZ[\RJÆ-.I0 35ÛYpJ$WY?êëa��HXYNJ��.Z

�cdZoÉaXlJMN�ZSUZ�cdlXZ[0 36ÛYpJúûù»

.Ql?MNa°XlvX�cdlXZ[ 

! JKQRSPa°XlJÆ-.I0 32ÛYÌ='kdRÆ-npJ[PQl

�P�Z~.UYµZ[~?ê�aXlJ¦?[Pp=AH\�a�]�Z

v?Yt�J|°J0+J^æJ_`¦?y?[P?¥��ATH:;ÀY�

.dZv?YH}d¥HcHX[Ð.X�cdlXZ[�H.xJ[PpÆ-.

IYATaZ�cdR.�YtZ[Ì?,[PNaôZÐe?5PNb|}Z~

.UtZUJÆ-.IY?,[PUZ�cdlXZR�J«_?,[PNaô

Z~.pYµHX[Q|QJ[P.QlZ�cdZR�ap��H�TUt�J

�TNbRkHXê�apÌ[PÐ.pHcHX[�H.xJ[Ppija�

Z��UtZ[ 

! ijH[Pa°XlJÆ-.IYÌ=AH\�a�]QÐ|°Ì[P?¥�

�ATH:;ÀY�H.dZÐ.tZUJ½JYpÌ³§.Ql?Æ-na

XlJ¦?'ýcd�J[PQl�P�Zð?Æ-n.[Pkdl�PkdZ

ð?Æ-n.NefagSQlZ��Z~.UYµZ~.W®hiÆ-n?¨

a`ÇUüJjÇUk?¯¸UtZ.Z�cdZ~.N��Z Ð.Älkdl

XZ[�H.xJijH[Pap�o?�TUtZ[ 

(1) [P?���UtZ 

(2) � ?Æ-UüY[PUk?¯¸atZ 

(3) [P' UeûagSkdZ 

(4) ^¬Ne��Z 

! :68*HI?mnNÕÙEa�"�Zê�JysUouRv?Ytd¥Æ

-.J� UouRv?Yvpq.?F�aHZ[ù�s?ê�apJ^rY

NÖ¾kdZ~.vtZ[ 

 

:TUVW-XYZ[=!

! TUVW-X\]RYZ^_`ab[c�st$TUVW-XYZ[�pJ

×8:,()*e?7893,:()*+,-eY?§\aXlJ@AB-

1<��.¦?uv��Naw�Z~.N¥�auXkdR[0xÛYJ�o
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?@aX�cdlXZ[è§Ja°Xlpº»y?Ö×*1YÄÅkdlXZ[ 

 

0xÛ! ¡svJTUVW-X\]defghihj[ 

æ! `ÜatX�Z@AB-1<��.pJW?]9?¶aCT�Z��NXf[  

¶! VW-XklmnNù�ZRX��z{�a opq<rsN§ôlTCB-1<

u|�Üa¸ZtuRvwxydz{ef|}~�o���mdK���JTCB-1

<u|�Üae�uokdlXZRX�PNQ�Z:;ak#Z���TCB-1<u

|�ÜN}NQRVW-X�+�U�Zv?W®TCB-1<ghÇ2pTC�S~

9a¸Z�P.Ç?��d�fab�Rd��[� 

õ! B-1<u|�ÜNù�ZRX��z{�a opq<rsN§ôlTCB-1<

u|�ÜaeZRX�P?uoN�dZ~.UYµZ ()�vwxy��b�Rd�

����g��dz{QlTCRX��z{�N-Ìk#J¦?uokdlXZRX�

PNQ�Z:;ak#Z���TCB-1<u|�ÜN}NQRB-1<ghÇU�Z

v?W®TCB-1<ghÇ?��N�l�Zv?NL¡[W9aXlÍô[� 

x! opq<rsN�Ql��kdRy?RX��z{�Uù�ZB-1<u|�Ü

ae�¦?RX�PNuokdlXZRX��z{�a�A§\&@N§ôl¦?u

oN�dZ~.UYµZ/02p�PN��QlT CRX��z{�N-Ìk#J¦?

uokdlXZRX�PNQ�Z:;ak#Z��  

 

0�Û! ¡svJB-1<u|�Üa¸Zys?�S~9NJ¦?�S~9UI?RX

��z{�?RX�Pa¸Zv?YtZ|Nec|aQlJ2p~dNwulXZÇ?

¾�aóôlJTCB-1<u|�Üa¸ZB-1<ghÇW®TC�S~9a¸ZO

PL���R�_��QlpHcHX[R/QJTCB-1<ghÇU�Zê�2pT

CB-1<ghÇ¾Q¡pTC�P.Ç?��N�l�Zê�pJ~?o�YHX[  

 

:TU��o�N��_`ab�=!

! 2011È?ÚI�AYJTU��o�N��_`ab�UbpkdR[�oUJ

¦?Û5YtZ[ 

 

0����Û?õ ! ATHh{UHX?aJs?��z{�a}ZÎ�?Pa��

Z¥�YJWa��Z���Ò¯¦?y?Ò¯N-ïQJ2p��QRÇpJ��� 

R¡¢�g£¤¥¦� R§¨aÍ�Z[ 

¶! sU��z{�NÑP�Za�Ql¦?q(aíf=µÌ-Nk#HJ2p¦?q

(a´�ZÌ-Nk#Z=µ@AH�PN�UZ���Ò¯  

õ! `9a��Zv??þ|JÍ9?@AH�PNÒ�QR���Ò¯¦?y?Ò¯  

æ! ATHh{UHX?aJ̀ Ü0¶9a��Z���Ò¯Ns?��z{�a}Z

Î�?Pa�QRÇvJÍÜ.Í@.�Z[  

ç! `Ü?L?��pJÝ�Z[  

 

                                            
1@AB-1<��?awea¯�ZI�?å��º»y� 
http://www.npa.go.jp/cyber/legislation/gaiyou/gaiyou.htm 
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! ���ap7893,:Ó×3<U1XkdlXZR�Ì©>ªXK«�Ð

.v�¥dZ[�H.xJÓ×3<N-ïJ��QRÇN���\ZR�?I

�.hÄkdlXZ[�aÓ×3<N-ïQR/}YpLaHcHJ�1�AT

Hh{UHXJ�2�?,Yys?7893,:,aXlÎ�k#Z~.N¥

�.�ZJ? 2}NbRkHX.LaHcHX[ 

! ÌÓ×3<-ïLÐ?�tUX�QlXZUJÎ�apÌ@A�P���Ò

¯Ðp7893,:Ó×3<aocdHX[¦?J.QlJ0èßYÄÅ�Z

ÓÔÕÖ×*?���N�XR CSRF�-Ù<Ö×*4-�<*D�,ÞÔ4�

UtZ[@A�P���Ò¯aeZñ?ÅÆÇpJCSRF aeulJ7,3a

 �Ã\dR48-N-4)-k#Z~.YJq(QHX���>?¬µÃM

Nk#RST�2012È 1ïJ#¡¢ºUÅÆ�YtZ.kdlXZ[CSRFp

Ó×3<.pQHZv??JÌÓ×3<-ïLÐ.Xf�®�UX�QlXRR

�JY¡?0+YpÌÓ×3<N-ïQRLÐ.¤ulÄÅkdlXR[ 

 

1-2. ()-./012 

! ×8:,()*?[£a.vHXJY¡?sU×8:,()*NÑfefa

H�J7893,:123456UÏ�H¤».HuR[×8:,()*?;

<5=pJ«_�¥Å?¹ê|c123456e�v�¦�NÏ§�Zpz.

HulXRUJ×8:,()*?VW..vaJOqNruRsaaeZ¬?

/7@©>ªX?-ï.¨©J®2B¯?°FG�ª?��7,3NB\�

ZHIQlJv\ÇN«¬? Web Ö×*CÎQlXZ Web Ö×*?ªÖ×

*a®¯QJ/0N@Aa���Z~.�J()*d,-;C8FGJ°ë?7

893,:;<5=a@AaF�Qlüs/0N±M^�±u()²³�ì^�

STe?@AHKLU²U�J@AH/0123456EFU��.kdZe

faHulµR[üs/0ì^STYpJ°ëUY³?ÔÕòN´µfB,<

vt�J°ëa.ulüs/0°¶?R�?/0123456EFp°ë?\

·N¸Z~.?MHcH%¹�·ºN��R�avÏ�H»F.HulXZ[ 

! ¼È?()*+,-KLpJ\�\����a É±JMi±kdl�J

¤GJ#$J°ëeY×8:,()*NÑf�Rxa.ulJ ()*+,-?

Q¡M.123456a°XlAûHw�Nr°SU\�\�Ï�.HulX

Z[«¬YpJæß.çßY()*+,-?Q¡Ma°XlÄÅQJèßYp

123456EF?è§�>Ia°Xl$©[ 
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´'µ'¶·¸ 

 

ù1-1  @AB-1<awIa¯�ZÒ�?fxJAQXv?pId|[�ITý

<þ,*úû½ï 23ÈÉ¾¿� 

 

(1) B-1<78*Ù,3�ÜNù�ZüsÑP? PCaEQl×8*�()*

%{Y@AaB-1<QlvJ@AB-1<awI�´apHcHX[ 

(2) Î�a��U[´QH¡lvJ@AB-1<��N�Z/}Y@AB-1<

awI�´.HZ[ 

(3) ys? ID .ý<+,ÚNJ¦?�P>INwulXZ0xÇaÀUZ/}

YpJ@AB-1<awI�´apHcHX[ 

(4) @AB-1<awI�´.HZ?pJ×8:,()*%{YB-1<kdZ

v?aocdZ[ 

 

ù1-2  @AB-1<awIaXlJ@AB-1<��aCT�Zv?pI

d|[�ITý<þ,*úû½ï 23ÈÉ¾¿� 

 

(1) ��?Ï�/0aB-1<Q�ZÇUÁd[�?úXNw�J/0?='`

aTC��?ÁNÂÃQR[ 

(2) 7893,:Ó×3<N-ïQJys?7893,:?lÄ'�NYRc�

a�Z��NvRcQR[ 

(3) � �¿Yghí&�ZÅ,=Ý,ÞaJÆ�?bca"uR0+mnNb

c�a?,Y�"QR[ 

(4) ys?�PÇ IDJý<+,ÚNÇÛH¡�PQlJB-1<u|�Üae

ulu|kdlXZWebÖ×*aB-1<QR[ 

 

ù1-3  D6);8E?Åe.QlJðvijHv?pId|[�ITý<þ,*

úû½ï 23ÈÉ¾¿� 

 

(1) Ó×3<a3ÈQR7893,:NJ¦?Ó×3<?�ÜN�P�ZSae

ul×8:,()*HI?()*+,-N�QlK'|c@AaÉ-�Z[ 

(2) ª?��7,3NB\�ZHIQlJv\ÇN«¬? Web Ö×*CÎQ

lXZWebÖ×*?ªÖ×*a®¯QJ/0N@Aa���Z[ 
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(3) �PÇU��QRg,:N¦?\\Õ�ÓÊa'��Z�ÜU Web Ý,Þ

atZ.µJ¦?�Ü?���N�XlOq?tZ<-42*N �ÃMJ

¦?Ý,ÞaB-1<QR�PÇ?/0N@Aa���Z[ 

(4) �PÇaA�|dHXefa PCa2ÙE�=N�Ëk#JDÌ×3?g,

:C PCÉ-?/0N@Aa���Z[ 

 

ù1-4  Æ-.IaÍcQliIH��pId|[�1«/0��Çúû½ï 23

ÈÉRS� 

 

(1) tZ��Nß?ý8D6)*YÑPQlXZ<þ,ÎÏ�?mnNJoÐÇ

a?,YJþ|?��Nß?ý8D6)*aÑP�Z[ 

(2) %¹Ñ¬?Ò"ÀÁNÅe?-Y.QlJ^¬Ne�Ql Web Ý,Þaø

"�Z[ 

(3) bc?mnN<2ÒÓY��Ã+YJ�Ô¬aÒ"�Z[ 

(4) Õ,ÊU§?_`�?efaocdREÞÇaEQJij?ÒSN79,Q

l���Z[ 

 

ù1-5  ëÖ¼av\QR��7,3?×}5¬N+,2ÙØD*YÊXRcJ

+,2ÙØD*UQ�ÙÚQR[v}�uR��7,3UÓ×3<NÛ+YX

RÛÜ�UâUcdZê�JijHÍ²pId|[�«ßYpÄÅQlHXUJ

âUlMef��ITý<þ,*úû½ï 21ÈÉÜ¿� 

 

(1) PCN()*+,-|cj�ÝQRjJOS?Þ×8<*,3N�Z[ 

(2) PC N()*+,-|cj�ÝQRjJßC|a;<5=gh'£?àTÇ

aàá�Z[ 

(3) ýÞUÞ[�Z|If|J��Hc+,2ÙØD*NÞ×8<*,3Qlû

|�Z[ 

(4) �î³îaÓ×3<[´?ºÄ?��7,3N[\�Z[ 
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2'  ABC87WR¹ºNhe�»  

 

! EF´#`\eXKJ�»½l$%&8IJT9À6*�´>eV=LIÁ

P}ÂÃÄXK>KY��8L9$%&klm6*�´>eV=#�KX9�

»½l$%&6ÅªÆÇ8IJ TCP/IPÈÉ&º�6ÊË'§Ì]JYEF´#

D^_>ÍÎ8ÏXÐJÅª6:;\Ñ'�Ò#}Âe9<Ó�ÔÍ8$%&

klm6ÕÖT8zX9$%&klm6&�×�TØzsÙ#ÚÛ'ÜWXÂ

Ý6f¹'ÞßJs{6*+,-'à#�rJYÀeX9á6�8§Ì]J$

%&klm~�����'}Â]J+S]JY 

 

3456,.7879!

2-1. ()*+,-.2Ù*73$$%&klm9LAN9WAN9�»½l$%

&9ÈÉ&º�9OSIâã�ä�9ÈÉ&º�6åæ39TCP/IPÈÉ&º

� 

2-2. ()*+,-?45$$%&klm�»½l¥£l�æ9$%&klm6

çèéê9ëé9ì�í9$%&klmÕîï9�lð$%&9$%&k

lm�»½¥£l�ñl¢9MAC �¢ò�9�¼l½9×�%ó9¡×9

��%ô»¿¡×9õö÷l×�9ø¥ù�ìl9LAN÷l×�910BASE-T9

úû LAN9�m~�ü�»&9SSID9ESSID9IEEE 802.11 

2-3. IP BÚ6<$IP �¢ò�9IPv49IPv69$%&klm�¢ò�9ý�&

�¢ò�9m�� A9m�� B9m�� C9CIDR9Èò¥�%m�9ð×

$%&þ�m9�¢ò%¾»¿9�l��»¿9�l½9×Él¢ì»¢

�l½9�»½l$%&ðlÿ�ÈÉì�!9NAT9È��"l&$%&

klm9È��"l& IP�¢ò�9¿Élì� IP�¢ò� 

2-4. Ú7×8(,=;<5=$DNS9ý�&¬9¢#�»¬9&%Èò"�¢

#�»9~ñ»¢ò"�¢#�»9DNSðlì9¬$ÂÝ9¥ùl%»¿9

DNS�&%¾�ü�'(»¿9�l& DNSðlì 

2-5. TCP.þ,*89$&�»�ül&æ9TCP9UDP9)÷%&9~¿#»

&9¾l÷»�*+9ül&*+9,P-Ïºl¢9Ò./0 

2-6. ()*+,-?:;?<=>$ipconfig9ping9nslookup9tracert9netstat9

arp 
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2-1. ABC87W,¼½C¬ª 

 

:ABC87W=!

! ABC87W.pJMZ?7893,:NB,Õ3Y��Ql�P�Zc;

?~.[ãâ/}Y�P�ZX@?9V½?.!=lJ()*+,-YpW?

efH~.UÎýYµZ[ 

(1) ¾¿RÀÁ 

! 2ÙE�=Jg,:HI?ØD*ÓÔBXã.JÒäå²C248:HI?

æ,ÚÓÔBXãNTùYµZ[ 

(2) ()RÂÃ!

! g,:J5çJ8áHI?7)1,ÞJlqCÌlHI?f3ì7g6B/

0?®UYµZ[èéSYtulv@AH'ýNPXR7ê3ÑB,;C8

�ÿ.QlëPYµZ[ 

 

:ABC87WRÄÅ=!

(1) LAN: Local Area Network – 4À/0§\ì 

ÍôínJîSJ$WJ��HI?SïoX?()*+,- 

(2) WAN: Wide Area Network – ²ï/0ì 

LANIfQN���Z()*+,- 

(3) >?@7ABC 

LAN, WANU³wxtðYVª��kdR()*+,- 

��ZaJwxtð?WAN 

 

:>?@7ABCRÆÇ=!

! ×8:,()*pJ1969ÈaB74ñR�òó? ô�7893,:()*

+,- ARPANET .Qlõ´QR[1970 Èö`÷a#$e?_`�¯a()

*+,-U��kdJ1991ÈapøP2ÙJ×ØavÊùkdJÁ[�aVW

QlýaúZ[ 

! ×8:,()*�YpJÈÉÊËÌÊ ¼½C¬ªakulJwx¼?7893,:

NVªa��QJ/0?C���N�f~.UYµZ[\RJýYpJ78

93,:?MHcH���ºJ56?Jû,=�e?@AH��U×8:,(

)*a��QlXZ[ 
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:q<¼½C¬ª=!

! q<¼½C¬ª.pJ7893,:ÍüU§\N�f�YVªaú�cdR

ýþS?~.YJq<ÍÎJq<ÏÐHI.v�¥dZ[ 

! �RxU�ºaq¦?ÿ§UYµZ?pJÍô��?q!J5It"Nru

lXZP�NÑPQlXZR�Yt�JP�UQHZ.�ºU§ôHXefaJ

§\Uï#�ZR�apJ2Ù*73UÍôYH}d¥HcHX[ 

 

:OSIÑÒÓÔª=!

! ¼½C¬ªRÕÖ×aeulJ�$?2Ù*73p� ?��o?2Ù*7

3NwulXd¥J¦?o?2Ù*73?¼¿NwZSH¡§\N�Z~.U

YµZ[§\2Ù*73N%D±�Z�g3pJØÙÌ ÑÒÓÔª.Ql&�±k

dlXZ[%D±kdR2Ù*73?¶'X?~.NJ2Ù*73U(MÏH

ulXZ~.|c2Ù*73<:)-.vJ¶'XQlXZ~.|c2Ù*7

3<×,*.v�©[ 

 

! ! ' 2-1$OSIáÍ�g3 

D�6×)� Åe 

0 7D - B24B,;C8D DÌ×3øBC��7,3HI?è§

�H§\Ö,?<N�� 

0 6D - 26*85,;C8D 5ç7,Úe?g,:?'ý>IN+

® 

0 5D - 1);C8D §\?Ê,|cÙÚ\YNZ� 

0 4D - *�8<þ,*D ()*+,-?-|c-\Y?§\g

h���,.AJÞBu|e� 

0 3D - ()*+,-D ()*+,-a}Z§\%/?Ï0

�3,568E�Jg,:¼1 

0 2D - g,:48-D ¹���kdlXZ§\��¨?§\ 

0 1D - nhD nh�H��J7(-:c:e 

 

:TCP/IP¼½C¬ª=!

! ÈÉÊËÌÊ ¼½C¬ª.pJ×8:,()*Yg,:§\N�ZR�?2Ù*7
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3Yt�JTCP. IPN¼½.QRMZ?2Ù*73?2\�YtZ1�' 2-2�[

TCP/IP2Ù*73?¶dNJ×8:,()*02Ù*730<×,*.�©~

.vYX[«¬YpJTCP/IP2Ù*73No?%D|c38ahÄN4�lX

¡[ 

 

! ! ' 2-2$OSIáÍ�g3. TCP/IP�g3?!5 

OSIáÍ�g3 TCP/IP�g3 üH2Ù*73 

B24B,;C8D 

26*85,;C8

D 

1);C8D 

B24B,;C8D SMTP, POP, HTTP, 

FTP, Telnet, SNMP 

*�8<þ,*D *�8<þ,*D TCP, UDP 

()*+,-D ()*+,-D IP 

g,:48-D 

nhD 

()*+,-×8:,

DÔ,<D 

PPP, ×,Ö()* , Î

×<*ÝB, Í6, 7D

Ì×J 

 

 TCP/IP2Ù*73?¼½YtZ IP. TCP?�Üa°XlJ�oa��a\

.�Z[ 

�a� ÌÊ (Internet Protocol) ?�Ü 

(1) V9ÚB¯?° 

! ()*+,-a��kdlXZ7893,:Nb }ZR�a IPBÚ

6<.Xf89NÑf[ 

(2) ª712?° 

! g,:N89?7893,:a:}ZR�aJðiH;B%/NÏ0

QløB�Z[3,568E?�ÜNàT�Zå²Nª7@.�©[ 

! wx¼?LANCWANU3,:aeul��kdR()*+,-U×

8:,()*YtZJ.vPf~.UYµZ[/0pJ3,:|c3,

:N;.ulV�9a:¡[ 

�b� ÈÉÊ (Transmission Control Protocol) ?�Ü 

(1) g,:NÛÜBCa ÄQR�JLM¹lR��Z[ 

                                            
1 TCP/IP?1<?1<NhÄQlX\�|= (ASCII) 
http://ascii.jp/elem/000/000/424/424788/ 
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(2) ýB)*apJ >kdR38N'�¯7Ü?XÝyN}}Z[ 

(3) I?B24B,;C8ØD*ÓÔB?g,:NÑulXZ?|NE 

! ó�ZÞ7CÝyae��S�Z[ 

(4) ?·QRýB)*NÞBQlßà7dáU�Z[ 

 

2-2. ABC87WRâã 

 

! ()*+,-N45�ZR�apJ@AH()*+,-��.¦?��>I

NwZ��UtZ[TCP/IP�g3?ðoDpABC87W>?@7®ä7XÖ

Yt�J~dp OSIáÍ�g3?Q+Ö.Ô7@0?WÖNt.#Rv?Yt

Z[nhDYpJ()*+,-N45�ZR�?@AHnh�HtâUtZ[

\RJg,:48-DYpnh�a��kdlXZ��¨?g,:?C�.�

UtXkdlXZ[~?@YpJ()*+,-45?R�a��H()*+,

-×8:,DÔ,<D?tâa°Xl$©[ 

 

:ABC87WRåæçè=!

! ()*+,-?��c;apJo(?efaéç�0?°ê�JëB¯/êJ

ìê�íéêîX@7ê�J®ª¬AWCêJï07êJðXêeUtZ[A�

()*+,-?¼½' pñò.P.dZ[10BASE-T HI?×,Ö()*?

zh4BpJ<�YtZ[ 

 

 

! ( 2-1$()*+,-4B?^S�WikipediaÌ()*+,-4ïÐe�� 
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:ABC87Wâ«ó=!

! ()*+,-��?��NABC87Wâ«ó.QlC¡.J()*+,-

45?zlN¹lZ©J�Ya45kdlXZ()*+,-?:DNEFQl

()*+,-?4ïN+UR�*�Õ3aEÍQR��Z©a¸¹°[ëÖP

a45kdlXZ LAN?MHcHJ¤GÀYv PCJiPadJ248:J56?J

û,=�J�ºeJ@AH��Uù@0?@()*+,-Y��kdZR�J

()*+,-?��:DNGh�ZR�a()*+,-4ï(NC¡SpùH

YtZ[ 

 

:>7ôABC=!

! >7ôABC.pJðvVWQlXZ()*+,-?R�&�tâYtZ[

ýö? LANYpJüanh�Htâ�()*+,-×8:,DÔ,<D = n

hD + g,:48-D�YtZÌ×,Ö()*Ð.J§\ÀÁ?��ú�Nú

�RÌTCP/IP 2Ù*73Ð�()*+,-DJ*�8<þ,*D�?L�#U

¶·�YtZ[ 

! éQ¡pJWikipedia Ì×,Ö()*ÐaÒ�kdlXZ[~~YpJIk

Ul¡=µþ×8*NJÒ�Z[ 

(1) nhDJnh�4ï 

×,Ö()*�?]-ø�ABC87W>?@®ä7XõABC87W>?

@®ä7Xö79õABC87WV÷¼@õABC87Wö79õLAN ö

79�NgS�ZR�aJNBÿ%Y>�KcdZwx¼YR/ 1°Lù?

48 ?)*? MAC V9ÚXNrulXZ[MAC BÚ6<pJR.U¥  

00:00:82:af:e3:b2 ?efa 8?)*M.a 164ZY'ÒkdZ[MACB

Ú6<pnhDa>�TlcdZv?YJIP2Ù*73�()*+,-D�

YtXkdZ IPBÚ6<.pS?v?YtZ[ 

(2) ��e®B,Õ3 

- 49,:JÕ4)Þ 

- ñòJ<×)ì8EæÕ�L2<×)ìJ6×),æ<×)ì8EæÕ� 

! <×)ì8EæÕapI+HNßUtZ|= 

! Ï©þ×8*$øùúû.þ,*Z 

Ü7òª 
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- Í6B,Õ3 

- 7DÌ×J, 

- ï>X1B9µüVµÜ7òª (LANB,Õ3J×,Ö()*0B,Õ3) 

! ñ5N4,5, �8æ8<*ñ5N4,5, ñ5N4,6 .p= 

(3) §\ßÉS0ñ5N4S×,Ö()*K@ 

10BASE-Tp 10Mbps 

100BASE-TX (Fast Ethernet)p 100Mbps 

1000BASE-T (Gigabit Ethernet) p 1Gbps 

bps!(bit per second): ;BßÉ?�$[?)*OP[ 

Mbps = 106 bps, Gbps = 109 bps 

1GbpsN 2? 30QR?ý 10S 7000ó bps.�Zê�vtZUJ#T?

ê�p 10S bps?q!YtZ[ 

z{J$100 MB (7UJ×*) ?DÌ×3NØÓ8Ù,Ú�Z?aJ37P 

||uR[~?©?;BßÉp= 

V 1J×*pJ8?)*YtZ[1MBpJ2? 20QJ×*H?YJ100MB

p 800W220 ?)*YtZ[QRUulJ;BßÉp  800W220 / 37 = 

22671914 bps = 23 Mbps 

/q$×,Ö()*N 1000BASE-T aQlvJæÕJ()*+,-BØ2

:.XuR§\%/U Gbps ?;BßÉaEóQlXH}d¥JGbps ?§

\ßÉ.pHcHX[ 

 

:ýs LAN=!

! ýs LANp�XCYK@NPXl()*+,-N45�Z��YtZ[?@

LANNÑul()*+,-N45�Z~.YJ()*+,-B,Õ3?�@U

@�.HZ[ 

! ?@ LANYpJ-øÍüU¹�§\N�fBÚÅ)-�,Ú.JVW-XÞ

>?CN¼1Ql§\�Z×8D�<*�-ìÒ�,ÚUtZ[?@ LANB-

1<þ×8.]-ø??@ LANBØ2:apJÙÙÌþ!ÿ!ÙÙÌþ".Xf�S�U>

�TlcdJB-1<þ×8*p� .Íô SSID Nr°-øÍü?§\N¼

1�Z[ 

! ?@ LAN?tâYtZÌÌ!!!!#$%&''ÐapJ@AHtâUt�1J¦dZd

                                            
1 ?@ LAN (Allied Telesis) 
http://www.allied-telesis.co.jp/products/list/wireless/knowl.html 



    

 16 

[XZ�J=t;BßÉUQHZ[?@§\N�ZR�apJ«_?@\�Ç

U��.kdZUJ�«?I�aeulJ?@�Ç@�YÑf~.?^_Z[

XZ�UX�cdlXZ[�«?¶·¤�Â�êYÂcdlXZ?@ LAN¯¸

?NßpJ§�J�«?I�aeul�Ç@�.X�cdlXZ[XZ�NÑ

ulXZv?YtZUJ]�eY^K?NßNÑfê�apJ�ÇU��.k

dZ[XZ�NÑulXZv?UtZ?YJ/qU��.HZ[ 

! ?@ LAN?tâYX�cdlXZ=tßÉpJ�HQv¦?ßÉY§\UY

µZ~.U°)kdlXZv?YpHX[?@ LANYpJ�Hg,:Uìdl

XHX©¨Ut�J½_�H§\ßÉp=tßÉe�v`¡HZ[kcaJ ?

@ LAN��¨?aÝUÝdlXZ|JtZXp¨ab�nUtul�XU�X

ê�apJßÉU`¡HZ[ 

 

2-3. IPV9ÚX 

 

! ×8:,()*?2Ù*73YtZ IPYpJ()*+,-a��kdlXZ

7893,:Nb }ZV9ÚB¯?°?R�aJIPV9ÚXNÑf[ 

! IP apJJ,ÞC8UtZ[ý²¡Ñ.dlXZ?p IP ð7()?*!

(IPv4)Yt�JWwö? IP.Ql IPð7()?+!(IPv6)UtZ[ 

 

:IPv4=!

! IPv4YpJIPBÚ6<p 8?)*W4 = 32?)*Y'ýkdZ[ 

 

 

! ( 2-2$IPBÚ6< 203.138.215.63?q! 

 

! QRUulJIPv4 Ypð# 232=42 S 9496 ó 7296 ü? IP BÚ6<UÑU



    

 17 

Z[ 

 

:IPv6=!

! ýJIPv6>?c�UrdkdlXZ?pJIPv4Yp IPBÚ6<Ype�

H¡Hul_lXZR�YtZ�RaJfßa×8:,()*�PUg®lX

ZbhRY�[IPv6 YpJIP BÚ6<p 16 ?)*W8=128 ?)*Y'ýkd

Z[ 

! J: f0f0:100:20:3:1000:100:20:3 

! QRUulJIPv6Ypð# 2128 = 340i 2823j 6692k 0938" 4634l 6337

m 4607n 4317S 6821ó 1456ü? IPBÚ6<UÑUZ[JU¥JNTT?D

6)Î07(-<*YpJIPv6UoPkdlXZ[ 

! «¬YpJ�jRa,cH}d¥ IPv4N���fv?.�Z[ 

 

:ABC87WV9ÚX,,XCV9ÚX=!

! IPv4YpJIPBÚ6<p 32?)*?ZäN 8?)*M.agjul'Òk

dlXZ[~? IPBÚ6<pJABC87WV9ÚX.,XCV9ÚXa }

cdZ[R.U¥J133.79.247.13 .Xf 32 ?)*? IP BÚ6<UJðñ?

24 ?)* (133.79.247 \Y) U()*+,-BÚ6<YJðj? 8 ?)*(13)

UÅ<*BÚ6<YtZJ.XuRefa }Z[()*+,-BÚ6<UÍ

ô IP BÚ6<pJã°?()*+,-.Ql�.d1Jg,:48-DY§\

UkdZ[()*+,-BÚ6<UQHZ IPBÚ6<pJQHZ()*+,-

Yt�Jg,:48-D?�?()*+,-D(IP)?§\U��.kdZ[ 

! �o?(YpJðñ? 24?)*U()*+,-BÚ6<Yt�J192.168.1.xx 

Ytc.kdZ IP BÚ6<p�=lÍ¶?()*+,-a¬<�ZUJ

192.168.1.1. 192.168.2.1pQHZ()*+,-YtZ[ 

! ()*+,-BÚ6<?vkp¶XYpH¡JWàX - .iWàX ! \Y?

p^qa }cdZ�' 2-3�[ 

! §�Ñ.dZ?p-�< A|c-�< C\YYt�J()*+,-BÚ6<

?vkU 8?)*�$J°\� 1J×*�$YgjcdlXZR�JIPBÚ6

<?Zç'ÒaEóQlXZ[¦dZd?-�<M.aJ>TÛÜH IPBÚ6

<?ZJ°\�Å<*BÚ6<?ZUQHZ[-�< A Uý 1,677 óâ(224-2

                                            
1 ()*+,-BÚ6<.Å<*BÚ6< 
http://www.itbook.info/study/p54.html 
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â)J-�< BU 65,534â(216-2â)J-�< CU 254â(28-2â)?Å<*N�

�YµZ[!"#$YpJ()*+,-BÚ6< 133.79.0.0?-�< B?BÚ

6<N��QlXZR�J65,534â?ýØ78N×8:,()*a��YµZ[ 

 

! ! ' 2-3$BÚ6<-�< 

-�< BÚ6<:; ()*+,- 

BÚ6<v 

Å<*BÚ6

<v 

9r?)* 

-�< A 0.0.0.0-127.255.255.255 8?)* 24?)* 0 

-�< B 128.0.0.0-191.255.255.255 16?)* 16?)* 10 

-�< C 192.0.0.0-223.255.255.255 24?)* 8?)* 110 

-�< D 224.0.0.0-239.255.255.255 — — 1110 

-�< E 240.0.0.0-255.255.255.255 — — 1111 

 

:CIDR=!

! BÚ6<-�<YpJ()*+,-BÚ6<.Å<*BÚ6<?nxU 8 ?

)*�$Yu|kdZ[vu.s|X?)*Y()*+,-BÚ6<vNu|

�ZR�aJÉÌþ/�Ö×Ø,; Classless Inter-Domain Routing�UPXcdZ[

CIDRÒIpJ133.79.0.0/16 ?efaJIPBÚ6<?ja<�);3.ZçN

¬¡[<�);3?ja¬|dZZçpJABC87WV9ÚX0�¼Ú®2

BWX0�YtZ[ 

! JU¥JCIDR Y 133.79.0.0/16 .¬|dRê�J133.79.0.0 Næ4Z'Ò

QlJ10000101.01001111.00000000.00000000 .QR©?J9r? 16?)*

10000101.01001111 \YU¼Ú®2BWX.H�Jt�? 16 ?)*UÅ<*

BÚ6<.HZ[Ê,BÚ6<p  10000101.01001111.00000000.00000000J

� H .x 133.79.0.0 Y J ÙÚBÚ6<p  

10000101.01001111.11111111.11111111J�H.x 133.79.255.255 .HZ[

CIDR Y 133.79.0.0/20 . ¬ X R ê�J9r? 20 ? )*

10000101.01001111.0000\YU26D6)-<.H�Jt�? 12?)*UÅ

<*BÚ6<.HZ[Ê,BÚ6<p  133.79.0.0 YJÙÚBÚ6<p

10000101.01001111.00001111.11111111J�H.x 133.79.15.256.HZ[ 

 

:ôòABC1XW=!

! ÖÕ()*f<-.pJIP BÚ6<?()*+,-'.Å<*'NgS�Z
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R�?ZäYtZ[()*+,-'N 1JÅ<*'N 0 .QRZäNJIP BÚ

6<.ÍôÒIY'�[9r 16 ?)*N()*+,-BÚ6<'.�Z.µ

�CIDR'ÒYpJIPBÚ6<?ja/16�?ÖÕ()*f<-pJæ4Z'Ò

Y 11111111.11111111.00000000.00000000J10 4Z'ÒY 255.255.0.0 .H

Z[9r 20 ?)*N()*+,-BÚ6<'.�Z©?ÖÕ()*f<-pJ

æ4Z'ÒY 11111111.11111111.11110000.00000000J 10 4Z'ÒY

255.255.240.0.HZ[ 

 

:V9ÚB¯?°,ª712?°=!

! IP ?�ÜapJBÚ6);8E.3,568EUtZ[V9ÚB¯?°.p

IP BÚ6<aeul7893,:a×8:,()*�?«¬N>�TlZ�Ü

Yt�Jª712?°.pJIPBÚ6<NÀaJ89?7893,:>u}lJ

ðiH;B%/NÏ0QlýB)*�g,:�NøB�Z�ÜYtZ[ 

 

:ª7@=!

! 3,568E?�ÜNàT�Zå²Nª7@.�©[3,:p()*+,-

¨NVª���Z§\��Yt�JOSI 1«áÍ�g3?0 1 D�nhD�|

c0çD�()*+,-D / IP2Ù*73�\Y?��NàT�Z[<×)ì

8EæÕU0 2 D�g,:48-D�\Y?��NàT�Z?aEQlJ3,

:Yp0çD\Y?��NàT�Z[QRUulJÍ¶?()*+,-�()

*+,-BÚ6<UÍô IPBÚ6<�?§\pJ<×)ì8EæÕN%{Ql

��YµZUJQHZ()*+,-¨?§\apJ3,:N%{�Z��Ut

Z[ 

 

:ò½79ð?9ª7@=!

! ¤G|c×8:,()*a���Z�apJISDNJADSLJFTTHJB,Õ

356?(CATV).XuRÖ,?<N�P�Z[]�@AHÖ,?<U��kd

l�JÖ,?<aóôlJ��H��Nv�\Rp68:3�Z[ 

! ÕÙ,ÚJ8Ú3,:,NÑf.J¤G|c ADSLJFTTHJ(CATV) NÑu

l×8:,()*a���Z~.UYµZ[ÕÙ,ÚJ8Ú3,:?1«�H

�Üp3,:.<×)ì8EæÕYt�J×8:,()*Ö,?<2ÙJ×Ø

?BñÓ8*NpX�Z~.YJ×8:,()*a���Z�ÜNr°[ÕÙ

,ÚJ8Ú?×8:,()*&@a��YµZ3,:.Xfq!YJÕÙ,Ú
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J8Ú3,:.Xf�`U°}cdlXZ?Yt÷f[ 

! ÕÙ,ÚJ8Ú3,:pJDHCP C NAT �ÜNùQlXZv?UYX[\

RJLANðaù@?þ,*?MNvulXZv?Nù@ÕÙ,ÚJ8Ú3,:J

ù@?MHcH?@Y��ÛÜHv?N?@ÕÙ,ÚJ8Ú3,:.�©[ 

 

:NAT,¼à>27CABC87W=!

! 3-È (Network Address Translation; ()*+,-BÚ6<+®).pJ×8

:,()*�? IPBÚ6<Cþ,*89NS?v?a+®�Z��YtZ[ü

a2�×w,* IPBÚ6<NÑP�ZÅ<*|c×8:,()*aB-1<�

ZR�a�PkdZ[ 

! o�tZ IPBÚ6<NùxaÑfR�aJ×8:,()*a>�TlcdZ

IPBÚ6<�°½7ð7ª ÌÊ V9ÚX�.JLANÀ/}a>�TlcdZ IP

BÚ6<�¼à>27C ÌÊ V9ÚX�NSyPqQlJNAT aeulJEÙ

,J3 IPBÚ6<.2�×w,* IPBÚ6<N+®�Z~.UtZ[ 

! 2�×w,*BÚ6<NÑf�}p�o?æ°YtZ[ 

(1) IPBÚ6<?@ý�ã°?EÙ,J3 IPBÚ6<YR¡k+? PCN��

ÛÜ� 

(2) K'GH|c?�|�×8:,()*|c2�×w,*BÚ6<¬¨>§\

NÊ,�Z~.UYµHX� 

! 2�×w,* IPBÚ6<pJ' 2-4?BÚ6<¬¨UÃýkdlXZ[ 

 

' 2-4$2�×w,*BÚ6<¬¨ 

-�< :; ÖÕ()*f<- 

-�< A 10.0.0.0-10.255.255.255 255.0.0.0 

-�< B W 16 172.16.0.0-172.31.255.255 255.240.0.0 

-�< C W 256 192.168.0.0-192.168.255.255 255.255.0.0 

 

2-4. 9ë>?A74¯X14 

 

! ×8:,()*a��kdlXZ7893,:pJLù? IPBÚ6<Nru

lXZ[§\N�Z©apJ§\V�?7893,:N IP BÚ6<Y�XQJ

�S�Z[IP BÚ6<pJ4 °?Zç?LM�.#YtZR�Js¨a.ul

�UZSpzQX[¦~YJDNS (Domain Name System) UÊ[kdR[DNS
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pJ7893,:? IPBÚ6<Ns¨a.ul�UC�XÅ<*�tZXpÚ

7×8�.Xf�`Y�f�4YtZ[R.U¥J!"#$? Web Ö,JpJ

IPBÚ6< 133.79.224.9 ..vaJÅ<*� www.toyo.ac.jp NrulXZ[

×8:,()*YpJÅ<*�.Ú7×8�UQ¥Q¥Íôq!YÑ.dZUJ

iÇap{|H�XUtZ[«¬YpJ}~agSpQHX[ 

! Ú7×8�pJ94dÚ(.)YMZ?�w3Ngjul4ï�Z1[�w3apJ

�ç(AIZ)JZç(0I9)Jæ×D8( - )UÑPYµJ�ç?#5ç.�5çpg

SQHX�R/QJR�±Ú7×8�?ã°.Ql�«�Ú7×8�v±�

Z�[Ú7×8�?¶8hð?�w3NÌCB¼Ú2ª9ë>?ÿÈ5þ"ÐJ¦~|

c�>Ì-ö?9Ú2ª9ë>?ÿÙ5þ"ÐÌÖ,Ú6w3Ú7×8Ð�.�©[

R.U¥Jwww.toyo.ac.jpYtd¥J¶8h? jpU*)26w3Ú7×8J¦

~|c�>38a ac U1ñ8Ú6w3Ú7×8 toyo UÖ,Ú6w3Ú7×8

.HZ[hð|c38aJwww.toyo.ac.jpYtd¥Ì�«?ÐÌ#$e?À��

¯YtZ.~÷?ÐÌ!"#$?ÐÌwwwÖ,JÐ.òõ~.UYµZ[ 

! TLD pJICANN (The Internet Corporation for Assigned Names and 

Numbers; B×2Ò8 ) ?o'L�? IANA (Internet Assigned Numbers 

Authority) UghQlXZ[IANApJIPBÚ6<0Ú7×8�0þ,*89

�j��NghQlXZ[TLDapJ' 2-5?efHg }UtZ2[ 

 

' 2-5$TLD?g } 

g } J 

ÞÔ(4)-*)26w3Ú7×8 (gTLD) .com .info .net .org 

uo}µÞÔ(4)-*)26w3Ú7×8 .biz .name .pro 

RS7,Ú*)26w3Ú7×8 (ccTLD) .jp .cn .kr .us .uk .aq 

<þ8Ö,Ú*)26w3Ú7×8 (sTLD) .aero .coop .asia .tel .gov .edu 

×8D�P*)26w3Ú7×8 .arpa 

 

! �«? ccTLDYtZ .jp ?À? JPÚ7×8pJ�«6Þ<*4Ö,?<U

gh�Z[JPÚ7×8pJ�{a SLDN�¯YµZ�PÚ7×8. SLDYÚ

7×8�¯Ç?<�N'�<��Ú7×8(ccSLD)UtZ�' 2-6�[<��Ú7

×8?¶^YtZSï�Ú7×8apJ¶·Sï�Ú7×8�.JS>=TU

                                            
1 Ú7×8�?Q¡M (JPNIC) http://www.nic.ad.jp/ja/dom/system.html 
2 Root Zone Database (IANA) http://www.iana.org/domains/root/db/ 
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§Ú7×8�?æ^qUtZ[üsYSï�Ú7×8N���ZD6);8E

?���UtZR�JSï�Ú7×8�p�wQlJS>=TU§p�=l lg.jp 

Ú7×8ac��Z=µ.?�éUtZ1[ 

 

! ' 2-6<�� JPÚ7×8?J 

Ú7×8 <��\|HX�� 

ac.jp �«?#$e?À��¯ 

ad.jp JPNIC�î 

co.jp �«Y�ÒkdR�� 

ed.jp �«? W\Y?À��¯ 

go.jp �«?�¢�¯ 

gr.jp �«?�qU§ 

lg.jp �«?S>=TU§ 

ne.jp �«?()*+,-Ö,?< 

or.jp �«?Is 

 

�DNSÖ,J� 

! DNS Ö,J\Rp(,=Ö,J,.pJÚ7×8�. IP BÚ6<NEó�

}ZR�?æ,ÚÓÔB�Ö,J�tZXpØD*ÓÔBYtZ[R.U¥J

!"#$?Ö×*Nbef. http://www.toyo.ac.jp aB-1<�Z.J 

��� ��������������!.XfÚ7×8�aE�Z ��BÚ6<NJ���Ö,Jaù

X�.#Z!

��� ���Ö,J|cJ��������������!.XfÚ7×8�aE�Z ��BÚ6<U

�  �¡¢���£�¢YtZ.Xf¤¥U¤ul¡Z��`Äú�[!

� � ��BÚ6< �  �¡¢���£�¢aJ¦���2Ù*73Y §¨©Ý,ÞN�¾�Z!

.XuRefHìdYJ§\UÊ,kdZ[DNS Ö,JUÌXlXH}d¥J

http://www.toyo.ac.jpaB-1<Qef.QR.µaJ¦? IPBÚ6<NwZ

~.UYµHXR�J��,.HZ[DNSÖ,JpÏ�YtZR�J§�p2

�×f4 DNSÖ,J.1ñ8Ø4 DNSÖ,J?æ°NpX�Z[ 

! DNSÖ,J?\·�pª�aÏ�YtZ[vQJ«�?KÃNQef.QlJ

«�?Ö×*a��Qef.QR.µaJKLÇU-ïQRª?«�Ö×*a

                                            
1 Sï�Ú7×8�p�wQlpIf| ( ¬7@��?�Ò)  
http://takagi-hiromitsu.jp/diary/20090607.html 
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��QlQ\uRcJ��Nv}Z[~?efaJDNSNGHQlª?Ö×*

>®¯�ZD6);8EGHN®677?°(pharming).Xf[DÌ,ê8E

apJDNS Ö,JNGH�Z>IJ2Ò);3Ö,J?/0N¬µ®UZ þ3Ù

.8B¯/Þ>9:?°JPC? hostsDÌ×3N¬µ®UZ>IeUtZ[ 

! �`ÄúN®·kdR DNSÖ,JpJ 

��� 3,* ���Ö,J! �wxa � ü±�Z�!

��� jpNghQlXZ DNSÖ,J 

� � ac.jp NghQlXZ DNSÖ,J 

�£� toyo.ac.jp NghQlXZ DNSÖ,J 

.XuRefaJDNSÖ,J?Î4,N3,*DNSÖ,J|coaRIulJ

�`ÄúN�Z[ÍôùX�.#N¡Év¯�¤kHXY¹õefaJ¶X¿

¨°±N°r�Z2Ò);3?KLMNrulXZ[ 

 

2-5. TCP,Þ7CÝy 

 

! TCP/IPYpJCà?XÞ7CÖ?2Ù*73.Qlüa TCP. UDPUPX

cdZ[§�p TCP UPXcdJßÉUÏ§Ql¦? \·�UçX§\a

UDPUPXcdZ[TCPpJg,:NÛÜBC�-°ë?C�a ÄQlJ¯

7Ü?XÝyN}}�²1&@�J§\9?�XQRÞ7CÝy?Ö,?<�B

24B,;C8D?2Ù*73�>.�\QJv\QRðp;<=>¬79Y

§\��,Nr^QJAQXýB)*U:XR.µpv\Å<*a ?@AB

(ACK; ACKnowledgement)N¤QJv\ðYûZó¥U¶X©¨Àa¤ul_

HX©apg,:NÞB�Z�ÌÞB�¾�Z[v\ðpJv\QR1E78

*N;,B8<893a³=´UJLM¹lZ[ 

! Þ7CÝy.pJ§\9?Ö,?<NRX�ZR�?89YtZ[ TCP .

UDP¦dZda 0 |c 65535\Y?þ,*89U�XYµZ[IPBÚ6<N

ín?«¬aR.UZHcJþ,*89p'µ89aVT�Z[ 

! TCP C UDP ?RX?þ,*89.¦?þ,*89NPXZÖ,?<?LM

�.#pJþ,*89 0¶10238pWell known port numbersJ1024¶49151

8p Registered port numbers.QlJIANAUghQlXZ1[-�×B8*

                                            
1 Service Name and Transport Protocol Port Number Registry (IANA) 
http://www.iana.org/assignments/service-names-port-numbers/service-name
s-port-numbers.xml 
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U�{aú�Zþ,*89p 49152¶65535 8YtZ[�oaJö'�Hþ,

*89.Ö,?<�N·�Z[ 

(1) TCP/20 : FTP (g,:) 

(2) TCP/21 : FTP (u|) 

(3) TCP/22 : SSH 

(4) TCP/23 : Telnet 

(5) TCP/80 : HTTP 

(6) TCP/110 : POP3 

(7) TCP/443 : HTTPS 

 

2-6. ABC87WRCèRDEF 

 

! ~?@YpJ()*+,-?:;N7f8Ú2Ù82*�Windows YÌ-�

Z-øÓ68ÚÓ�Y<=Z>IN¸��Z[ 

! 7f8Ú2Ù82*pJÌB-1Ö4ÐÌ7f8Ú2Ù82*Ð|c¹Ì�Z[

7f8Ú2Ù82*N¹ÌQRcJÌipconfigÐ.���Z.JIP BÚ6<JÖ

Õ()*f<-JgD�3*û,*ÓÔ×�3,:,�e?/0U'�kdZ[ 

! WaÌipconfig /allÐ.���Z.JkcaéQX/0U'�kdZ[~dpJ

ipconfig.XfºPa /all .Xfd2;C8N�XQlÎ�NQR~.aHZ[

~?efaJºPap§�X¡°|?d2;C8N�XQlÎ��Z~.UY

µZ[7f8Ú?ÑX>p /? .Xfd2;C8N�X�Z[°\�JÌipconfig 

/?Ð.Î��Z~.YJipconfig ?ÑX>NwZ~.UYµZ[ 

! �o?7f8ÚNÎ�QlMef[\RJ7f8Ú?ÑX>N /? d2;C8

NÑul<=lMef[ 

(1) ping www.toyo.ac.jp! (www.toyo.ac.jp >()*+,-U§ôlXZ|I

f|N<=Z) 

(2) nslookup www.toyo.ac.jp (www.toyo.ac.jp ? IPBÚ6<N<=Z) 

(3) nslookup 133.79.224.9 (133.79.224.9 ?Å<*�N<=Z) 

(4) tracert www.toyo.ac.jp (www.toyo.ac.jp >?%/N<=Z[K'?()*

+,-pJy¼?%/U»kdZê�UYX[) 

(5) netstat –an (()*+,-��:;NûZ�Z) 

(6) arp –a (MACBÚ6<. IPBÚ6<?EóN'��Z) 
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G'µ'¶·¸ 

 

ù 2-1! ()*+,-?g,:;BßÉN'��$pId|[�ITý<þ,*ú

û½ï 23ÈÉ¾¿� 

 

(1) bps! (2) fps! (3) ppm! (4) rpm 

 

ù 2-2! ()*+,-×8:DÔ,<ñ,Ú?¸>.QlJijHv?pId

|[�ITý<þ,*úû½ï 23ÈÉ¾¿� 

 

(1) PC CBÓÙE�ºHIJ¦?\\Yp ISDN a��YµHX§\��N

ISDNa���ZR�?\9+®N�f[ 

(2) PCC248:HIN LANa��QJ§\N�f[ 

(3) µÀ?��@NÑul LANN45�Z.µaJ��.§\P\9?Ï��

.#C ÝN�f[ 

(4) Å<*�N IPBÚ6<a+®�Z[ 

 

ù 2-3! ¼ÀYMZ?7893,:N���Z LANN45QRX[��Hv?

pId|[�ITý<þ,*úû½ï 23ÈÉ¾¿� 

 

(1) ×8:,()*! (2) <24):! (3) æÕ! (4) �g= 

 

ù 2-4! ð# 325ç\Y?�ZçUpXYµJMZ?B-1<þ×8*Np²

QR()*+,-aEQlvÑPYµZJ?@ LAN?()*+,-N�S�Z

v?pId|[�ITý<þ,*úû½ï 23ÈÉRS� 

 

(1) ESSID! (2) IPBÚ6<! (3) MACBÚ6<! (4) RFID 

 

ù 2-5! TCP/IP%D�g3aXlJTCPU<�ZDpId|[�1«/0�

�Çúû½ï 23ÈÉ¾¿� 

 

(1) B24B,;C8D! (2) ×8:,()*D 

(3) *�8<þ,*D! ! (4) 48-D 
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ù 2-6! TCP/IP()*+,-aXlJ()*+,-?ÿ§ûZaÑ.dZv

?pId|[�1«/0��Çúû½ï 23ÈÉ¾¿� 

 

(1) BOOTP! (2) DHCP! (3) MIB! (4) ping 

 

ù 2-7! OSI 1«áÍ�g3a}Z()*+,-D?Åe.QlJijHv

?pId|[�1«/0��Çúû½ï 22ÈÉ¾¿� 

 

(1) �8Ú;<5=¨?g,:;BNÎý�ZR�aJ3,568EC¼1HI

N�f[ 

(2) ]D?fxJðv�PÇa¼X' Yt�JDÌ×3øBC��7,3HI

?�ÜUÎýkdlXZ[ 

(3) nh�H§\½§?R�?¾N¿ÀQJ�$?DaÁÿ�H;B/N���

Z[ 

(4) ��Â,Ú¨?;Bu|�3�¤�r^JÞBu|HI�N���Z[ 

 

ù 2-8! TCP W® UDP ?2Ù*73ÍhaXlJ§\V�?B24B,;

C8N�S�ZR�aÑPkdZv?pId|[�1«/0��Çúû½ï 23

ÈÉRS� 

 

(1) MACBÚ6<! (2) ;,B8<89! (3) 2Ù*7389! (4) þ,*89 
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3'  ABC87Wô7HX  

 

! "�8$%&klm6*�´>eV=#�KX9TCP/IPÈÉ&º�#*1K

X§23Y��8L9TCP/IPÈÉ&º�6åæ678456#67]J�È�

÷l¾8»æ#9]J9^_>$%&klmðlÿ�6ÈÉ&º�#�KX§

¨Y�È�÷l¾8»æ#L9Web9#l�9¥ù��:;9¥ù��<=9

È�»½<=9Ê>Ù?@AB9ô&%&�9^_>Åªðlÿ�#C/]J

ÈÉ&º�TIJYÀ678D9D#� bTEKWebS#l�6eV='7

F#9.G]J~�����6HI'Jß>T?ÂK]JY 

 

3456,.7879!

3-1. Web?Q¡M$HTTP9URL9HTTPS9Webðlì9Web×��L9HTML9

m%�l9Webð�&6MNb9mÉ�ð�&�m�È��»¿9SQL�

»ó£m¾8»9mÉ�ð�&�mO�&¥Pló£�9~%¾8»¡�

ó&%m 

3-2. 7,3?Q¡M$SMTP9POP before SMTP9SMTP-AUTH9S/MIME9

POP9POP39APOP9POP over SSL9#l�6QR9#l��¢ò�9

STºl¢9MIME9HTML#l�9U%!129U%!¥�l�¢9�

�#l�9�)V9DWXY#l�¹ 

3-3. @AHB24B,;C8D?2Ù*73$DHCP9FTP9NTP9¥ù��

<=9NetBEUI9NetBIOS9SMB9CIFS9TLS9SSL 

 

3-1. WebRe�» 

 

:IÈÈÊ Re�»=!

! HTTP (HyperText Transfer Protocol; æ×ý,52<*øB2Ù*73).

pJWebÕ�ÓÊ.WebÖ,J?¨Y HTML (HyperText Markup Language) 

HI?7858ÎBv\aPXcdZ§\2Ù*73YtZ[ 

! HTTPNhÄ�ZR�aJWindows PCY�oNÎ�QlMef�MacYp

:,êÓ3NÑf�[ 

 

(1) <:,*V2ÙE�=VB-1Ö4V7f8Ú2Ù82*N¹Ì�Z[ 
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(2) Ìtelnet www2.toyo.ac.jp 80Ð.��Ql4:,82,NI�[ 

(3) lÄap¡v'�kdHXUJÌGET /~seki_k/security/hello.htmlÐ.��

Ql4:,82,NI�[ 

(4) lÄap¡U'�kdZ|= 

 

! �Ò�3YpJ�o?efH HTTP ?Ì-.HulXZ[\HJ telnet 

www2.toyo.ac.jp 80 YJwww2.toyo.ac.jp .XfÅ<*�?7893,:�Ö

,J�aEQlJHTTP ?gD�3*?þ,*YtZ 80 8þ,*Y HTTP 2

Ù*73?§\NÊ,�Z[WaJÖ,JaEQl HTTP ? GET 7Ø)Úa

eZ4-�<*N[��Z[GET7Ø)Ú.pJ�XQR J/5?4Ø,<N�

�^� HTTP ?ðv1«�HÌ-YtZ[Ö,JpJ-�×B8*|c GET

7Ø)ÚNv}��J�XkdR URL?4Ø,<N-�×B8*a¤�[Ö,

J|c-�×B8*a¤kdR URL?4Ø,<UJlÄa'�kdR¼¿Yt

Z[ 

! HTTP?gD�3*?þ,*89p 80YtZ[SSLYO9±kdJ1234

56Nû°QR HTTPp IÈÈÊÙ.�¥dJ4438þ,*UÑ.dZ[R.U¥J

Web Õ�ÓÊY http://www.toyo.ac.jp aB-1<�Z.Jwww.toyo.ac.jp .

XfÅ<*�Web Ö,J,�aEQlJhttp 2Ù*73NPXlJ80 8þ,

*Y§\N�Z[URL?ðñ http:// pJhttp2Ù*73NPXlXZ~.N

q!�ZUJ}~ap~? httpp2Ù*73YpH¡J<2,=YtZ[ 

! HTTPYJgD�3*? 808�K?þ,*NÑP�Zê�apJþ,*Ne

��Z��UtZ[URL ?ðjaÌ:þ,*89Ð.Qle��Z[R.U¥J

www.toyo.ac.jp ? 8080 8þ,*Ytd¥Jhttp://www.toyo.ac.jp:8080 .H

Z[WebÖ,JY 808�K?þ,*UÑ.dh{.QlJ�o?efH~.U

tZ[Web Ö,JY²¡Ñ.dlXZ UNIX ¨? OS YpJ1024 8e�v�

kXþ,*89NÊ¡�¦?þ,*NÑfÖ,J,2ÙE�=NÌ|��R�

aJ;<5=ghÇ?.o�3,*.o�U��.HZ[R.U¥ 80808?þ

,*NÑU¥J;<5=ghÇ?.oYpH¡l¶·Õ,Ê,?.oYÌ|�

~.UYµZR�JHTTP Ö,J,2ÙE�=a123456Å,3UtZ.

µaJ¶·Õ,Ê,.oUQu�cdlv[;<5=ghÇ.oUQu�cd

Z~.N��~.UYµZ[¦?R�J123456?~.NâUlJtUl

808YpH¡l 80808þ,*NÑfê�UtZ[ 
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:Webô7ð=!

! Web ô7ðpJHTTP a"ulJ-�×B8*? Web Õ�ÓÊaEQlJ

HTMLHI?4Ø,<N���Z2ÙE�=�ØD*ÓÔB�W®¦?2ÙE

�=UÌ-�Z7893,:�æ,ÚÓÔB�?~.YtZ[ 

 

:Webòà©K=!

! Web òà©KpJHTTP a"ulJWeb Ö,JaEQlJHTML HI?4

Ø,<N�¾QlJWeb Ö,J|cBcdlµR/0NÄlQl'��ZR�

?ØD*ÓÔBYtZ[Microsoft Windows Yp Internet Explorer U&�×

}kdJMac OS X Yp Safari U&�×}kdZ[&�×}?Õ�ÓÊ�K

avJ@AHWebÕ�ÓÊUtZ[R.U¥JMozilla FirefoxJGoogle ChromeJ

Opera eYtZ[lqN'�#Ha52<*/}N'��ZWebÕ�ÓÊJ<

f,*D�8C���º-ø?@a'�lÄ?�kXWebÕ�ÓÊJ§�b�

ÇPa52<*NòM��Z Web Õ�ÓÊeJ@AHv?UtZ[¶·aJ

Web Õ�ÓÊ?ÃXJ,ÞC8ap@è�UYXR�J123456?R�a

pbQXJ,ÞC8a�Z>UöX[ 

 

:HTML=!

! HTML�HyperText Markup Language�.pJWeb�?Ú2378*NÒ�

�ZR�?P�YtZ[HTMLYf,-B)2kdRÚ2378*pJy?Ú

2378*>?æ×ý,48-NpXYµZæ×ý,52<*YtZ[Web Õ

�ÓÊY Web Ö×*N'�QJÌØ,<N'�Ð�ÜNÑfSYJ¦?Ö×*

? HTMLN'��Z~.UYµZ[ 

 

:WB.7,-./012=!

! WB.7�Cookie�.pJHTTPa}ZWebÖ,J.WebÕ�ÓÊ¨Y

:;Ngh�Z2Ù*73JtZXp¦?2Ù*73a1�XlWebÕ�ÓÊ

a°±kdR/0YtZ[ 

! -)2,pJ;C)98EÖ×*a}Zñ,*CÙE×8:;?gh?e

faJÕ,ÊN�SQR�J1);C8ghNÎýQR��Z¥�YÑPkd

Z[tZÖ×*aÙE×8QlJWaB-1<QR©aý<+,ÚN��QH

XYÙE×8NQR:;U°±kdlXZ©pJÙE×8QlXZ.Xf/0

UWebÕ�ÓÊ?-)2,a°±kdlXZ[���>?¬µÃMYJ�`a
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��QR�`C7,3BÚ6<UD�,=atulXZ?vJ-)2,N�P

QlXZ[-)2,apÕ,Ê�Jý<+,ÚNñ�.Ql@AHüs/0U

°±kdZ~.UtZR�JysUÑP�Z PCN�P�Z©apJÑPja-

)2,NÄ!�Z.öX[RaJ=T?ê¬ap²kdlXZ PCNÑP�Zê

�apJÖ,?<aÙE×8QRê�apÙEBÓ*N�ZJüs/0N��

QHXJÑPjaÕ�ÓÊ?ÅÆC2Ò);3J-)2,NÄ!�ZJ.Xu

REFN�Z.öX[\RJW?Ü¥Y�=ZefaJ-)2,a1);C8

/0U°±kdlXZê�aJ1);C8/0N±\dZGHNv}Z¶Ç.

HZ~.UtZ[ 

 

:LMNô>CROPF=!

! WebÖ,?<aB24B,;C8?���UtZ.J@AH��U[´�Z1[

�oaö'�HJN·�Z[ 

! W½Xô>CXW0¼12?°(Cross Site Scripting; CSS, XSS)pJWebÖ

×*?ÈùÇ?��N¦?\\lÄa'��Z���e?2ÙE�=aJOq

?tZ<-42*NÉ�k#ZGH>IJe®¦?GHNÇ�B24B,;

C8?���YtZ[~?���N�XRGHNkdRWebÖ×*NÈù�Z

.JGHÇU �Ã+/Oq?tZ<-42*N� ?WebÕ�ÓÊYÎ��

Z~..HZR�J-)2,?/0U±M�cdR�JÓ×3<NØÓ8Ù,

Úk#cdR�JOq?tZÖ×*>?ÂMâak#cdZJ.Xf��Nv

}Z~..HZ[~?���pJHTML:EC<:×3;,*(CSS; Cascading 

Style Sheet)?��NÇÁ�ZÖ×*aXlJHTML C<:×3;,*N^

��Z©aJ<-42*U �Ã\dHXefa:EN+®�Z�<B,2Í

hUija»kdlXHX©a¹µZ[ 

! SQL>?(äW¯)?pJWebB24B,;C8UJÕ,ÊU��QR��

äNÀag,:w,<NÉ-�Z SQL5NÑulXZê�aJB24B,;C

8U1XQHX SQL5N��ä.QlB�ÃõSYJg,:w,<N@AaÉ

-�ZGH>IJe®¦?GHNÇ�B24B,;C8?���YtZ[~

?���ae�Jg,:w,</0NáÍkdZ~.aeZ/0_`Jg,:

w,<N¬µ®UZ~.aeZWebÖ×*?¬µ®U.XuR��U´ôJG

HÇaÊul¬µ®UcdRWebÖ×*NÈù�ZSYJÓ×3<NØÓ8Ù

                                            
1 WebB24B,;C8?��� (NEC) 
http://www.nec.co.jp/soft/siteshell/merit/merit01.html 
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,Úk#cdR�JOq?tZÖ×*>?ÂMâak#cdR��ZJ.Xf

��Nv}Z~.aHZ[~?���pJ��äN SQL5aÑfB24B,;

C8aXlJSQL 5N´ï�Z©aJ@AHÍhUÎ�kdHXefa��

äN+®�Z�<B,2ÍhUija»kdlXHX©a¹µZ[ 

! W½Xô>C0WßXC®Q7(ä0(Cross Site Request Forgeries; CSRF, 

XSRF)pJW?efH�3Y Web Ö×*NGH�Z�IYt�1J-)2,a

°±kdR/0N�P�Z~.YJ���aq(QHX¬µÃMNk#cdZJ

tZXpd8�×8;C)2YÃXnNk#cdZJ.XuR��U¹~Z[ 

(1) GHÇUJGHP?WebÝ,ÞN-ï�Z[tZXpJHTML7,3aG

HP?lqDÌ×3NòMÃ\#Z[ 

(2) 0xÇUJGHP?WebÝ,ÞaB-1<�Z[ 

(3) 0xÇpJGHÇUPqQR�q? HTTP4-�<*NB\k#cdZ[ 

(4) B\k#cdR HTTP 4-�<*aeulJGHÇ?q(QRÉ-U�.

dZ[~?©aJWeb Õ�ÓÊU°±QlXZ-)2,N�P�Z[R.

U¥JÕ�ÓÊUd8�×8;C)98EÖ×*?ÙE×8/0N-)2,

a°±QlXZê�aJGHP? Web Ý,ÞY;C)98EÖ×*au}

lÃXnN�Z.Xf HTTP 4-�<*NB\k#cdZSYJq(#H

aÃXnNk#cdZ~..HZ[ 

! CSRF aeZ��N��R�apJWeb Ö×*>?ÙE×8/0N-)2,

a°±�Z�ÜN�P�ZJ~\�aÙEBÓ*�ZJGHÇUPqQRGH

P?WebÖ×*aB-1<QHXJHTML7,3N�PQHXJ7,�,?×

7,ÞÕÙ)-�ÜNÑfJ.XuREFUâUcdZ[ 

! -B¯)?ñ>(8BWpJ()*+,-§\a}Z1);C8NJ§\

TSÇ�KUQu�ZGHYtZ[HTTPa}Z1);C8æ×ÞÒ)-pJ

-)2,Y1);C8ghUHkdlXZê�aJ-)2,a°±kdlXZ

1);C8 IDN0xÇU±M��J¦?1);C8 IDN�QZSY0xÇU

¦?Õ,ÊaH��\�[1);C8æ×ÞÒ)-?�I.QlJJU¥~~

\Ya·�R-Ù<Ö×*<-42568EJSQL ×8ÞÔ-;C8J-Ù<

Ö×*4-�<*D�,ÞÔ4UÑ.dZ[ 

! ��Jö'�HWebB24B,;C8?���a°Xl��a�=R[y?

���?JJ���?EFea°XlpJáâÖ×*NáÍ?~.[~?ef

                                            
1\/\/tulXZ CSRFGH (��æz�) 
http://gihyo.jp/dev/serial/01/php-security/0023 
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H���?tZ Web Ö,?<N�P�Z.J@AH��Nv}Z~..HZ[

���?tZ Web Ö,?<N�PQHXSU¦?EF?ã°.HZUJWeb

Ö,?<a���UtZ|If|N¶·�PÇU½,�ZSpzQX[\RJ

� Y2ÙJ×Ø.ËýQlWebÖ×*NÊp�Zê�aJWebÖ,?<?�

��aEQls½?/qU��.HZ[ 

 

3-2. ë7ªRe�» 

 

:ë7ªù<,-./012=!

! SMTP (Simple Mail Transfer Protocol) pJ��7,3NøB�Z2Ù*7

3YtZ[§� TCP/258þ,*N�P�Z[SMTPpTñÕ,Ê,Z)�4

NÌUlXH|uRUJPOP before SMTP .�¥dZ SMTP 2Ù*73K?

�4aeZ�PÕ,Ê,uo>IUâÔkd JkcaJSMTP-AUTH (SMTP 

Authentication) .XfZ)�4U&�±kdR[~dc?Z)�4pJ@RX

?ÇaeZz{7,3?B\N��~.UYµZUJ7,3«5UO9±kd

Z.}YpHX?YJ7,3U SMTPÖ,J¨NøBkdZ¨YJv\Ç�K

?0xÇU§\?¼¿NÍv�ZSae�J7,3?¼¿ N±MbcdJtZ

Xp�Î+kdZÛÜ�UtZ[QRUulJ7,3p�~/0NB\�Za

p�HQviQlXHX��YtZ[èßY$Ï�Z=ÊÏO9>dNÑuR

S/MIMEtZXp PGPaeulJ7,3«5NO9±QJ��Ð��gÞ:3

Ð��N}��Z~.UYµZ[ 

 

:ë7ªR<,-./012=!

! POP (Post Office Protocol) pJÕ,Ê,U7,3Ö,J|c� ?7,3N

��^�©aÑP�ZJ7,3v\P2Ù*73[ýpJ�ökdR POP3

�POP Version 3�UÑPkdlXZ[§�JPOP3Yp TCP/1108þ,*U

Ñ.dZ[��7,3NòM�Z©apJÕ,Ê,�Jý<+,ÚJ7,3«

5U×8:,()*�N½5YìdZ[QRUulJ§\y¼YJv\Ç�K

?0xÇU§\?¼¿NÍv�Z~.ae�JÕ,Ê,�Jý<+,ÚJ7,

3?¼¿N±MbcdZ�±Ñ�ÛÜ�Ut�J\R§\?¼¿N+UZ~.

Y�Î+?ÛÜ�vtZ[~?efa POPp123456?çX2Ù*73Y

tZ[ 

! Õ,Ê,�.ý<+,Ú?Z)NO9±QR APOP .Xf>IU�ÔkdR
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UJ7,3«5pO9±kdHJ\RO9±vt\�ÒÉHv?YpHX[(

)*+,-%/NO9±�Z>I.QlJW@YÄÅ�Z SSL2Ù*73?�

Y POP2Ù*73NÑP�Z POP over SSL�þ,*89p 9958�.XuR

>IUtZ[ 

! yavJ7,3Ö,J�?��7,3aB-1<QÉ-�ZR� ? IMAP 

(Internet Message Access Protocol) .Xf2Ù*73UtZ[ 

 

:ë7ªRST=!

! ë7ªRSTa°XlpJRFC5322.Xf��5¬YX�cdlXZ[ë7

ªV9ÚXgÌÙ,ñ3'@Ú7×8Ð?cdYJÚ7×8p7,3Ö,JNR

X�ZÅ<*�YtZ[Ù,ñ3'aÑPYµZ5çpJB3DÌw)*?#

5ç.�5çJZçJÌ! # $ % & ' * + - / = ? ^ _ ` { | } ~Ð.XuRÒ9JÌ.Ð�9

r.øÓ�KYÑPÛÜJæü��à�QlpHcHX�YtZ[kcaJX

¡°|?s|X3,3UtZ[ 

! 7,3YÑP�ZUV¬79a°XlpJðñp US-ASCII?MYtuRUJ

MIME (Multipurpose Internet Mail Extensions) ae�J@AH5ç7,ÚU

ÑUZefaÔÕkdR[ý?�«�7,3YpJMIME ?ÖLMYX�k

dR ISO-2022-JPU²¡Ñ.dÌJIS7,ÚÐ.�¥dZ[ð¼YpJ7,3

?5ç7,Ú.Ql Unicode (UTF-7 \Rp UTF-8) U�PkdZ~.vMU

l_lXZ[ 

! À_pJ7,3p26,852<*cd?MYtuRUJMIME ?VWa�

ulJ7,3«5N HTMLaeulÒ�QR HTMLcd?7,3vÑ.dZ

efaHuR[¶>JHTML ë7ªapJ7,3«5¼aOqtZ<-42*

U �Ã\dZJlqNòMÃ\#ZSY@AHÍhNÎ�k#R�73Nò

MÃ+//0NÀ2QR��ZJ.XuRefH123456?ù»vt�J

~?}a¯QlpÌ4-4. 123456EFÐY����Z[ 

! 7,3p×)Ø/0.«5aeul4ïkdZ[ö'�H WB÷®27ª9

N�oaÒ�[ 

(1) From: B\Ç?7,3BÚ6<[~?D6,3ÚpB\ÇU�{apX�Z

~.UÛÜYtZR�JOq?tZÇUH��\QN�Z~.UÛÜYtZ[ 

(2) To: v�s�89�?7,3BÚ6<[MZ?7,3BÚ6<N³=Z~.

vYµZ[ 

(3) Cc: «_?B\9�KaJ79,NB\�ZV�?7,3BÚ6<[ 
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(4) Bcc: «_?B\9�KaJ79,NB\�ZV�?7,3BÚ6<YJ7,

3v\Çap¦?7,3BÚ6<UbUHX[ 

(5) Reply-To: B\ÇU¤\9.QlØÙ�Z7,3BÚ6<[ 

(6) Subject: º»N'�ÚX5[ 

(7) Date: B\QR�©[ 

(8) Return-Path: SMTP§\YB\À.Ql;UcdZ7,3BÚ6<[ 

(9) Received: ~?7,3U:¡\Ya%{QR7,3øB�,ÞÔ8*? IP

BÚ6<.%{QR�© 

! To, Cc, Bcc a�XQR7,3BÚ6<apJ�=l7,3U�\kdZUJ

¦dZdq!UQHZ?YJijH7)1,ÞD6,3ÚNÑf.öX[ 

 

:XYë7ª=!

! ×8:,()*?VW..vaJv\Ç?quN?§QlJ?¾S#ÛB\

kdZ7,3�XYë7ªJXÛ4�UfMQR[Ü;NB\�Zð|cbZ

.JÝ¦aeZÜ;.!=Z.J²ãa#Û?7,3NB\YµZ.Xf74

)*UtZR�YtZ[ÀÁ.QlpJ^�X¨Ö×*JBØ3*Ö×*J(

ÞêËJf3ìøIJ«¬Ö¾Jd8�×8ñÞÂJßßàÂJeUYX[ 

! 7,3BÚ6<pJÓÔÕÝ,ÞC���a�"kdlXZ7,3BÚ6<

N�Ì�aÀ2QRv?Jüs/0?_`eUtZ[~?efaÀ2kdR#

Û?7,3BÚ6<pJOáëÇ¨YÂÃkdlXZR�J¶ÉBÚ6<UÀ

2kdZ.JâAH.~÷|cz{7,3U:¡~.aHZ[z{7,3aE

Ql¤\N�Z.Jz{7,3NB\�ZÇa.ulÌ~?7,3BÚ6<p

v\ÇUÀÁNò+YXZv?YtZÐ.Xf/0U;.ZR�Ì´µR7,

3BÚ6<Ð.QlJz{7,3B\Ça.ulRaã�?öX7,3BÚ6

<?4<*a�ul²\ZR�Jz{7,3ap¹�¤\�Z=µYpHX[

äL�Z|J7,3ØD*az{7,3YtZ.Z�k#lD63:48E�

ÜNu�k#Z|J7,3×)Ø? ReceivedD6,3ÚNòõSYB\À?2

ÙJ×ØN<=lJ2ÙJ×Øa§0�ZJ.XuREFUâUcdZ[ 

! z{7,3Ntu�ZR�aJ~�o�ë7ªRù<RZU×^_`ab[

c�st$~�o�ë7ª[Jz{7,3�wI�UuXkdJ&�U§Cü

sSëÇU�å2pys?&ëa°µ²Ä2pÜ;N�fR�?�ÿ.QlB

\�Z7,3NÌRX��7,3Ð.QlJRX��7,3?B\a¶X?u

oNp}R[�´QRê�apJ��æ²aeZÝ"UtZ[Q|QJèßY
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$Ï�ZefaJÓ×3<a3ÈQRYZ? PCNç)*()*.QlÉ�Jç

)*()*|cz{7,3NB\�ZJ.XuR�ÿaeulJz{7,3?

n?B\ÇN�µw�Z?Uèz.HulXZ[HJ2008Èaz{7,3�

wIU�XkdJk_?d2*BÓ*>d|cd2*×8>d>.+.uRUJ

z{7,3ap¤\QHXJ.Xfé"NâUd¥JÌ7,3NBcHXYþQ

XÐ.¤\N�Z~.U��.kdZd2*BÓ*>dpJ¦v¦vÓ818

<YtuR[ 

 

3-3. [\hV¼0Ü7¯)?ÖR¼½C¬ª 

 

:DHCP=!

! DHCP (Dynamic Host Configuration Protocol) .pJ7893,:U()*

+,-���Z�a��H/0N�Ì�a>�TlZ2Ù*73?~.NXf[

DHCPNÑf~.aeulJ�o?efH/0N�ÌpX�Z~.UYµZ[ 

(1) Å<*� 

(2) IPBÚ6<0ÖÕ()*f<- 

(3) gD�3*3,:,�û,*ÓÔ×� 

(4) DNSÖ,J0DNSÚ7×8� 

(5) NISÖ,J0NISÚ7×8� 

(6) 248:Ö,J 

(7) NTPÖ,J 

! ýJY¡?×8:,()*Ö,?<2ÙJ×ØYp DHCPÖ,JN��Q

lXZR�J×8:,()*a���Z PC YpÌIP BÚ6<N�Ì�a��

�ZÐpXa�Z~.YJ2ÙJ×Ø? DHCPÖ,J|c�Ì�a~dc?/

0N��Ql×8:,()*a���ZSUÛÜ.HZ[\RJÕÙ,ÚJ8

Ú3,:N�PQl×8:,()*a���Zê�vJ3,:? DHCP�ÜN

ÑfSYÍ@a�ÌpXUYµZ[ 

 

:FTP=!

! FTP (File Transfer Protocol)pJ()*+,-YDÌ×3?øBN�fR�

?§\2Ù*73YtZ[Z)�ÜUHX�]H TFTP (Trivial File Transfer 

Protocol) vtZ[ 
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:NTP=!

! NTP (Network Time Protocol) pJ()*+,-a��kdZ��aXlJ

©zNAQX©%>Í¿�ZR�?§\2Ù*73YtZ[ 

 

:WindowsR®6>ªÀÁ=!

! Windows ?®6>ªÀÁ�TùD�3Ø�J¼0?@ÀÁ?KLMpMiY

tZ[HêMiH?|.Xf.JÆë�H%ìUMi/|cYtZ[�`pJ

NetBEUI�NBF:NetBIOS Frames protocol�UPXcdlXRUJí�pTCP/IP 

(NBT: NetBIOS over TCP/IP)>þ.+I²µ®UcdlXZ[¦?�aJSMB 

(Server Message Block) C CIFS (Common Internet File System) .XuR2

Ù*73UtZ[°\�J�|c [ SMB / CIFS ] V NetBIOS V TCP/IP .

Xf4BYtZ[ 

! NBTYpJTCP. UDP? 137,138,139,4458þ,*UÑ.dZ[QRUu

lJ?�ÌaDÌ×3TùNQlXZ PCN×8:,()*a���Z.J×8

:,()*a@�Hþ,*UÊùkdJ123456?4<-U´ôZ[~?

ù»a°XlpJj?êëYÞ®����ZÃXYtZ[ 

 

:TLS / SSL=!

! TLS p123456N�¾�Z§\?R�?2Ù*73Yt�[TLS ?À.

HuR2Ù*73U SSLYt�JSSL.Xf�tU²¡VWQlXZR�JSSL

.v�¥dZ[B24B,;C8D?�q?2Ù*73.LM�.#Z~.U

ÛÜYJO9±JZ)J�Î+r^?123456�ÜN���Z[HTTP N

LM�.#Z. HTTPSJPOP.LM�.#Z. POP over SSL.HZ[ 

 

:]Rt=!

IRC (Internet Relay Chat): ìÒ)* 

NNTP (Network News Transfer Protocol): ()*Ñ3,< 

Telnet: �P�Hî>u 8?)*§\ 

SSH: O9CZ)HI?��N�PQlJ²³a§\ 

SNMP (Simple Network Management Protocol): ()*+,-��?ï§ 

XMPP (Extensible Messaging and Presence Protocol): ×8<:8*7)18

ÞÒ, 
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^'µ'¶·¸ 

 

ù 3-1! z{7,3Nv\QR.µað}Z=µ�ÌpId|[�ITý<þ,*

úû½ï 23ÈÉ¾¿� 

 

(1) ��7,3?%//0HI|cB\À2ÙJ×ØU½eQR.µaJz{7

,3UBcdl¡Z~.NJ¦?2ÙJ×Øa§0�Z[ 

(2) [\ÇaEQlñ/NòQ¹lZR�aJz{7,3a¤\�Z[ 

(3) z{7,3pÊ|HaäL�Z[ 

(4) 7,3ØD*?z{7,3D63:NpXQJ�jJÍ¶[\Ç|c?��

7,3Nz{7,3D�3ØaK� }Z[ 

 

ù 3-2! ��7,3?²³�C\·�a¯�ZÒ�?fxJijHv?pId

|[�ITý<þ,*úû½ï 23ÈÉ¾¿� 

 

(1) O9±QH¡lvJv\Ç�K?ÇUJ§\y¼Y��7,3?«5C×}

DÌ×3?ÀÁNbZ~.pYµHX[ 

(2) vóQR��7,3?¾^sô?��7,3BÚ6<Uws?v?Ytu

lvJ«s|c?��7,3YtZ.pocHX[ 

(3) vóQR��7,3pJ�Hv\Çaõa�Z[ 

(4) ��7,3?«5C×}DÌ×3?ÀÁN§\y¼Y�Î+�ZSpYµ

HX[ 

 

ù 3-3! 2Ù*73a¯�ZÒ�?fxJijHv?pId|[�ITý<þ,*

úû½ï 23ÈÉ¾¿� 

 

(1) HTMLpJWebg,:NBv\�ZR�?2Ù*73YtZ[ 

(2) HTTPpJ()*+,-ï§?R�?2Ù*73YtZ[ 

(3) POPpJÝdRê¬atZ7893,:NèéÉ-�ZR�?2Ù*73Y

tZ[ 

(4) SMTPpJ��7,3NB\�ZR�?2Ù*73YtZ[ 
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ù 3-4! ��7,3?B\J?fxJv\Ç>?�*?|}|cJðvijH

v?pId|[�ITý<þ,*úû½ï 22ÈÉ¾¿� 

 

(1) �î|cö^QR 100 �?BÚ6<N¶Éatl9�To�a�dlJ�î

beÉ<³?B8B,*N��7,3YBuR[ 

(2) ��NßN¸��Z#ÁÛ?XYNJ÷ø#Ha��7,3a×}Ql�q

9aBuR[ 

(3) Nß?áù7,3>?&¥YJ¦?ÀÁNwulvcXRXMZ?ùå?B

Ú6<N Cca�dl¤\QR[ 

(4) RS°l?Å,=Ý,Þ? URL NRX?ocdRùåawc#ZR�aJ

BÚ6<N Bcca�dlB\QR[ 

 

ù 3-5! -)2,(cookie)a¯�ZÒ� a¶c ?fxJijHv?/}N�=l

·�Rv?pId|[�ITý<þ,*úû½ï 22ÈÉ¾¿� 

 

a! Web Ö×*N`&syQR�a��QR ID Cý<+,ÚHIpJS? PC

N�PQlsy�Zê�Yv-)2,Y[µ1UdZ?YÞ��U�cHX[ 

b! ×8:,()*ñDÔHIY¶©�a PC NúPQl Web Ö×*NsyQ

R.µpJsyUÙ.uRc-)2,NÄ!�=µYtZ[ 

c! -)2,aüs/0U°±kdlXZê�J-Ù<Ö×*<-42568E

HIYJ¦?üs/0U±\dZ~.UtZ[ 

 

(1) a, b! (2) a, b, c! (3) a, c! (4) b, c 

 

ù 3-6! DHCP?Åe.QlJijHv?pId|[�1«/0��Çúû½ï

23ÈÉRS� 

 

(1) IPBÚ6<?pXN�Ì±�ZR�?2Ù*73YtZ[ 

(2) g66-*4Ö,?<aB-1<�ZR�?2Ù*73YtZ[ 

(3) ��7,3NøB�ZR�?2Ù*73YtZ[ 

(4) 2�×w,* IPBÚ6<NEÙ,J3 IPBÚ6<a+®�ZR�?2Ù*

73YtZ[ 
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4'  ()-./012_`  

 

! �»½l$%&6Z[SSD#9~�����6�\']Ks^_>^_T

`vesY��8L9$%&klm6^_>^_f¹9ð�ìlno6ab#

�KX}Âes589À6c)>^_#cJpq'des{6~�����C

f'§Ì]JY~�����'gh]JN#cP9iC´#pq'drJ6=

>?@9iC12jk�8l9]Jmno¯q'pßJRSDIP912~�

����LÁ]Á]� S>WXKJY��8qr´>~�����Cf#�

KX§¨SSD#9À6Z[´st#�KX6}Â'u{XveKY 

 

3456,.7879!

4-1. ()*+,-.123456$º»¼�l½~�����9wx9>P]

Áe9yz29~�����S`ab 

4-2. 7893,:;<5=aE�ZGH>I$¤l¾&�{O»ó(��»¿9

ül&��&»9DoS ^_9|Q^_9º»¼�l½����9klV9

&É�6}~9�)��£�9�þl&¥P»����9�l&�%&9

�%&$%& 

4-3. Ö×J,KL?MN$$%&klm`\no9���m~�·¸¹��9

º»¼�l½{X�´��C��� 

4-4. 123456EF$$%&klm��9~�����ýl�9MNb9�

Éä��½%m9JPCERT/CC9�»ô����¤¥&�£�9¥ù��l

�Pl�9ÈÉ�¾ðlì9DMZ9#l�����9¥ù��<=¤¥&9

�����r��9)�kl¢6�}9¤l¾&�O»ó(��»¿Cf 

4-5. O9±��$�+39�S9�+S9�9�+9Â�9<Å��+9��

��+9���9���9RSA�+9�Û�hÂ9���6.�9.��9

SSL9�+39.�9yz2-Ï9wx9>P]Áe9 �����Q9ð

lì��Q9XY ¬9äó½� ¬9yz29¡%¾�.�9¡%¾�

¡9úû LAN6~�����9WEP9WPA9WPA2 

4-6. 123456þ4;,$12~�����ü�¾l9¢�b9£"b9x

\b9iC12jk912~�����*�f¤912~�����Cf

*¥912jkCf9iC12¦§¹9iC12¦§f¤ 
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4-1. ABC87W,-./012 

 

! ¬?/7@-./012.pJabJ;Pe®TUhOP|c7893

,:N¸Z~.YtZ[@AH�P.pJ0xÇaeZû~/0>?B-1<

CJÇÛkdlXHXÉ-?Î�HIUÛ\dJ�o?efHv?YtZ[ 

(1) cd$×8:,()*?§\pJO9±kdlXHXR�J¼1}aXZs

¨pqYv±ÑYµZ[ 

(2) h<a!e$ys?ü�NQl@A��N�Z~.[ 

(3) efg$g,:NÂýQR�J¬µ®UR�kdZ~.[ 

! ¶·aJ-./012,OhFp*6,ÚdD?¯¸atZv?.kdZ[

R.U¥JID.ý<+,ÚaeZZ)N¯��ZSY123456U \ZUJ

�P�ZÉa ID.ý<+,ÚN���Z~.p#+H?YJ�¦�U·H.d

Z[�¦�N��ZR�aý<+,ÚNH¡�Z.J123456Uº.dZ[

k_?7893,:;<5=p�¦�Nþ9k#J\R×8:,()*?pz

¦1U�¥Åa1�XlXZ[×8:,()*?VW..va123456?

?}N�XRKLUMNQJ123456Nu�k#ZR�?����öUÏ

�cdl_R[ 

! �¦�Nþ9k#R;<5=YpJ123456Uÿ!.HulXZ~.U

tZ[\RJØD*ÓÔB??"ae�J«_É-YµHXpH?É-UYµ

lQ\uR�JbUZ=µYHX/0UbUlQ\uR��ZefH@è�N

Ì123456Å,3Ð.Pf[ 

! 123456a°Xl?wH\\×8:,()*N�PQJKLÇa@A�

PkdZ~.YJ@AH��Nv}Z~.aHZ[123456a°Xl#w

QlXlvJ¦?���U*ÙaHZ.}YpHXUJ¶§�?w�Nrul

XZ~.YJ��NÃ�YµZ~.vtZ[ 

! $%|c¤N¸ZR�apJ$%UI?efH%/Y¤aF�Ql¡Z|�&

¯H?|J'H?|�J.XuR�ÈNe¡wuR�YJEFN(Z��UtZ[

Í@aJ123456a°XlâUZR�apJKLÇUI?efaQl� 

? PCN@A�PQef.QlXZ|NwZ~.UùxYtZ[ 

! WebÖ,JJ7,3Ö,JJDNSÖ,Je?Ö,JNí&�ZÖ,JghÇ

pJÖ,JaE�Z@AHB-1<N��R�aJ�aðb?123456/

0NÀaEFN�Z��UtZ[°ë?()*+,-e?()*+ ,-ghÇ

pJK'|c°ë()*+,->?F�N��R�aJEFNËôH}d¥H
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cHX[ýö��YpJ~fXuR7893,:()*+,-?¢£¤?MH

cHJ¶·?sRxvJ123456?w�N��.�Z[HêHc¥J¤G

?7893,:N×8:,()*a���Z~.YJ@AH1234564<

-U´ôZR�YtZ[\RJ��e?L�a¬<QlJ¦~YÓ×3<3È

e?��atf.JëÖa´bU^Z¥|�YH¡J��?�~/0N_`QJ

��a·��ò)�·�W®��?\P·º�N�UZ~.avHZ[ 

 

4-2. ¬?/7@¯X14__abijF[ 

 

! 123456.pJ7893,:;<5=aE�ZGHaEQl�|N�Z

~.YtZ[QRUulJ123456a°XlwZR�apJ7893,:

aEQlI?efHGHU±�Z|J¦?���NwZ~.U0¶*YtZ[

�oaJX¡°|?GH>IN¸��Z[ 

 

:k7¯8ªµß?(:V0?°=!

! k7¯8ªµß?(:V0?°.pJs¨?½h�H+N°XlJº�C±

MbHI?����ÿaeulý<+,ÚJüs/0e?/0N���ZJW

?efH�IYtZ[ 

(1) ¯)ª÷7ô7®2?$«�? ATMYO)89N��QlXZ.~÷N,

-Qa.Xl±MbZ[ý<+,ÚU¬|dR7�N±MblOÒ�Z[ 

(2) h<a!e$��?�/C;<5=ghÇNåul�ºQlý<+,ÚNc

µ^�[«�Cº»Nåul�ºQlO)89Ncµ^�[�f¦N�Qu

l�ºQl«¬Ncµ^�[ 

(3) CàB.?°$Nê.QlÂÐkdRv?|c/0N���Z[ 

! s¨?½h�H+N°XRFG.Xfq!YJý<+,Ú?+0N1�7,

3NB\QJª?Ö×*>®¯Qlý<+,ÚN��k#Z ®2B¯?°CJ

K�Ã�FGvJÍqYtZ[ 

 

:Þ7CX.8?=!

! æßJçßY$+/efaJ×8:,()*?§\pJ-�×B8*UJÖ

,J? IP BÚ6<8aJþ,*89N�XQlJg,:�ýB)*�NB�J

Ö,JU-�×B8*aEQlýB)*N¤�J.XuRKLMaHulXZ[

Ö,JYpJWeb Ö,JYtd¥ HTTP ?þ,*YtZ TCP/80 8þ,*eJ
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��Hþ,*NÊXlJ-�×B8*|c?§\N2ulXZ[§�JÑ.H

Xþ,*p3ôcdlXZR�J3ôcdlXZþ,*aEQlýB)*NB

ulvJ¡v¤SUHX[ 

! GHÇUJI?þ,*UÊXlXZ|N<=ZR�aJtc4Zþ,*aE

Ql��NúMZ~.NÞ7CX.8?.Pf[GHÇpJþ,*<2Ò8a

eulÊXlXZþ,*Nb°}l|cJ¦?þ,*a���UtZ|If|

N<=J���Utd¥¦~|cF�N�Z[ 

! ;<5=ghÇUJ123456NìÔ)-�ZR�aþ,*<2Ò8NÎ

��ZSvtZ[@Pqaþ,*<2Ò8NÎ��Z.J@AB-1<.bH

kdZÛÜ�UtZ?Y/qU��YtZ[ 

! ~?efaJ@�Hþ,*NÊ}lXZ~.pJ¦?þ,*|cGHNkd

�ZR�J1234564<-.HZ[ 

 

:DoSij=!

! DoSij�Denial of Service attack�.pJÖ,Jea#Û?§\g,:�ý

B)*�NB�°}ZGHN�XJÖ,?<?��N@ÛÜH:;a�Z~.

YtZ[ô7HXlZijJô7HXmnij.vP.dZ[GHNv}RÖ

,JpJ#Û?ýB)*NÍhQH}d¥HcHXR�J()*+,-��?

ÍhÜ�?oxN5UZ.J;<5=U@²XaHZJ6w�ZJ¤Ì-�ZJ

ÂýkdZJ.XuR��Nv}Z[j�?ç)*()*NÑulJYZ?Â

Mâ.HZ7893,:|cXu#Xa DosGHN�Z þþoÙij�7< ô�

DosGHJDistributed Denial of Service attack�aeulJ8#H��U´ô

Z~.UtZ[ 

 

:pSij=!

! &¬a"ulXZ��N�PQlJý<+,ÚC7,3BÚ6<e?RX5

çJN9:�Z>IN pSij.Pf[D6);8Eaeul��kdR  

34,000ü?ý<+,ÚN<³QR.~÷J¦dc? 3.8% p&¬a"ulXZ

¶��Yt�Jy? 12% p¶��?øÓaZçN¶üNURv?/uR1�D

6);8Ea||cHXP½$XsN�dR;2UYpJvu.>�Uç¡H

Z|vQdHX�[*)2pp password1Jabc123Jmyspace1JpasswordJ

                                            
1 Net users picking safer passwords (ZDNet) 
http://www.zdnet.com/news/report-net-users-picking-safer-passwords/150640 
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blink182 (J8Ú�)/uR.Pf[:,û)*?üs/0�� J<sJÇsJ

¤=?�`JÕ,Ê,�J�º89Jõ´�J^¿Se�NNUZ~.vtZ[

���?&¬YpH¡J³l?5ç?LM�.#Nú�>INJ q|r<ij

�òª7C®Q7XV@BW�.Pf[��?�5ç 26^q 65ç?òTR�

GHpJ266=3SÉÉ?LM�.#NúQJ��?�5ç>#5ç>Zç 62^

q 85ç?òTR�GHp 628=218nÉÉ?LM�.#Nú�~.aHZ[Ñ

P�Z5ç?^q.5çZN#µ¡�ZþIJòTR�GHaEQlÂcda

¡¡HZ[ 

! <ý=NB\�ZR�a���º?7,3BÚ6<aEQl&¬GHW®ò

TR�GHUHkdlXZ[ 

 

:¬?/7@©>ªX=!

! 7893,:a��NvRc�@AH2ÙE�=N¬?/7@©>ªX.

Pf[7893,:Ó×3<NJ�o?efagS�Z~.vt�J�=lN

\.�lÓ×3<.�©SvtZ[ 

ÿ'" ©>ªX.pJÌ� �¿?MmJ2p� �¿N+0QRMmNy?2Ù

E�=aLMÃõ~.aeul?@QJ3ÈQR2ÙE�=N¹Ì�Z.

Î�kdZ2ÙE�=[Ð(JIS X0008)YtZ[¦d�§pA¹QR2ÙE

�=YpH¡2ÙE�=?,BYt�JCü.HZDÌ×3a3È�Z[ 

ÿ%" 874.pJA¹QR2ÙE�=Yt�J�¿NMNQly?;<5=a

Ôô�Z�áNruROq?tZØD*ÓÔB�1ª©äV�YtZ[C

üN��.QHX[ 

ÿs" C½>Rtu.pJ¶bùPHB24B,;C8YtZUJ@AHÌ-N

k#Z�ÜNÛ+/v?YtZ[�åM@�ÜUHX[ 

ÿv" *Ù×?¬D?¼YvJ@AHÌ-?^qaeulpXÛ>©äV.Ql

gSkdZ~.UtZ[üaJÕ,Ê,a¯�Z/0NJÕ,Ê,?ÚÄ

N�Ha�×8<*,3©?�PÛTa¬|dlXZê�vtZ��Ì�

aØD*ÓÔB?-ïÀ>B\QlÀ2�Zv?N<ý×ÓÔB.Pf[ 

! PCa3È�ZÓ×3</}YpH¡J���ºCX17C®Q?a3È�Z

Ó×3<vtZ1[ 

 

                                            
1 <fÅÓ×3<pI?¡cXEX?|= (ITmedia, 2011/11/11) 
http://www.itmedia.co.jp/news/articles/1111/11/news006.html 
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:ª7C.BC=!

! 7893,:;<5=>?F�NQRjYJF�ÇUja7893,:;<

5=>F�N¯�¤�~.NÛÜ.�ZR�aª7C.BCN×8<*,3�

Z~.UtZ[3,*2)*N×8<*,3kdR7893,:pJGHÇU

�{aÉdZefaHZR�JDoS GHekcHZGH?ÂMâakdZ[\

RJ.7½w7?�ÜaeulJ2,ç,Ú?��NÍvkdZ~.YJ-6

Þ)*ñ,Ú89Cý<+,Úe?��U±M�cdZÛÜ�UtZ[Y¡?

ê�J3,*2)*p*Ù×?¬DYvtZ[ 

 

:xBCABC=!

! 3,*2)*?��NÑXJxBC.XfK'?snaeul78*Ù,3

kdZefaHuR7893,:aeul4ïkdZxBCABC.P.dZ

()*+,-U²\ulXZ[òÖóJ%¹FëóUà�QlJç)*?GL0

EFN¥�.QRô>ð7W07?-?@7 (CCC; Cyber Clean Center) 1N

í&QlXZ[CCC?Ö×*YpJç)*?3È%/.Ql�o?p°N·�

lXZ[ 

 

(1) ABC87Wyzê$2ÙE�=?123456Å,3NOPQl3È[ 

(2) ë7ª{|yzê$7,3?×}DÌ×3N-4)-Ql3È[ 

(3) Web }~yzê$Å,=Ý,Þa �Ã\dRÓ×3<NØÓ8Ù,ÚQ

l3È[ 

(4) Web��yzê$z{7,3? URLeN-4)-QB-1<QRÅ,=Ý

,Þ|cÓ×3<NØÓ8Ù,ÚQl3È[ 

(5) ������yzê$USB 7�4JgÞ:3ñ7�Jê3,Þ)-26,

),HI?K'Òä½§N�Ql3È[ 

 

! ç)*apJ3ÈQlXZSaA}µa¡XJ�ÌY�ÜHNN�ZJ^q

UYXJKLN¥�.�ZJ.XfRIUtZ[KLÇpJç)*()*NÑ

ulz{7,3?B\JDoS GHHI?GHJ()*+,-3ÈJ()*+,

-<2Ò8J� �¿?J,ÞC8B)2J�PÖ,J?+0J-6Þ)*ñ

,Ú89Cý<+,Ú?<ý×ëÌN�Z[ 

 

                                            
1 https://www.ccc.go.jp/ 
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4-3. ô>ð7��R�� 

 

! º»yÖ×J,KLEFÓÔÕÖ×*1?Jzaed¥Jô>ð7��?r·

TZpJ2001 Èap 1339 TYtuRUJ2010 Èap 6933 T.J9È¨Y 5

RaMNQlXZ[ÀKpJABC87WOP��#����J�XlTUV

W-XYZ[��J¬?/7@µo�N��_���.HulXZ[ðvY

X()*+,-�PKL?¼YpJFGLUðvY¡ç>NL�lXZ�2010

È�[ 

 

 

! ! ( 4-1$Ö×J,KLr·Z?9c�º»yÅ,=Ý,Þ?g,:|c-ï� 

 

! �oaJº»y?Ö×*a0ÄkdlXZÖ×J,KLr·SJN·�Z[ 

 

:ABC87WOP��=!

FG$(1) !�«#MN?�NÇNåXJ×8:,()*?�����aÌ�O

ò?M7�NPXQ\�Ðe?Qª?ÀÁN�"QJ�Oò?�¥YýòN

/\Q�÷f.QR[ (2) ×8:,()*0d,-;C8��NåulJÖ,

                                            
1 http://www.npa.go.jp/cyber/ 
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Ja@è�U´ôRSÎUHXav||.cHJÖ,J?RhSPN�¾�Z

«¬?´µXÖ¾?��7,3NB\QlJ~?��7,3NsyQRÇaR

hSPN´µ.H}d¥HcHX.¤\k#J��f(,N/\Q�uR[ (3) 

×8:,()*0d,-;C8Ö×*a@AB-1<��N�XJøßNÂZ

.Qª?^ß/0N��QJYZ?TUÇa�VÇcUgh�ZÈËaöòN

K�Ã\#J/\Q�uR[@AB-1<awI�´Yvr·[ 

�nÂ·$89DÌ×3eNåuR7893,:Ó×3<NJDÌ×3TùØ

D*?�PÇa=ÊQJ~dNØÓ8Ù,ÚQÎ�QRÇ?ý,ØÓ3789

3,:aÓ×3<N3Èk#JÀW?æ,Úg6<-a°±kdlXZDÌ×

3N3Èk#R[ 

RX��7,3B\iA±I�´$^�X¨Ö×*?²ÄÜ;N�fR�J#

�×8:,()*Ö×*eYtZ|?efaªuRZ�?Qª?7,3BÚ6

<NÑPQlJ¼RCD6498e?^K%{Y��7,3N@RXYZaB

\QR[ 

Æ-.I�´$ys?Æ-nYtZ��«7ê)-NJDÌ×3TùØD*N

�PQl=>B\Q@RXYZ?Çasyk#JÆ-.NF�QR[ 

ø&I�´$DÌ×3TùØD*e×8:,()*�|c��QR^XmØD

*ÓÔBUÑPYµZefsAû,=�N�BQJ×8:,()*0d,-;

C8YÌæ)-¹Mû,=�Ð.QlàÂQR[ 

.X#°(Ä=�YJ$^K?68:3Ö,JN�PQl���º?���Ö

×*NÊpQJ�PÇa.X#°HlqN�"k#lXR[���NÊpQR

Ç.J.X#°HlqNDEQRÇaUr·kdR[ 

Z[$�VÇU\Ö9?$WNÃXQHuRSN÷]MQJ\Ö9YoÐQR

ÌlNÌlÖ×*aDE�Z.TaJÌ´^?�_NÑulJ«¬J�`a`m

nN}}lB)2Ù,Ú�ZÐ.üs/0N×8:,()*�aì^k#Z|

?efHÀÁNÍÖ×*a�"QJZ[QR[ 

aßRJI�´$ßn?bce®ÑP?d¨Ne2�Z×8:,()*��

�NÊpQJÍ���NÑPQlßn?bcU�.dZ~.NZ�QHUcJ

¬µÃMNäL�Z~.H¡ù²QR[ 

���º@A�P�wI�´$×8:,()*�?���aJÌf¥Qì)2Â

�\�ÐHI.¬µÃMJ���º��?��N�HJ���º�W®���

ºP ICì)2�SIMñ,Ú�NàÂQR[ 
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:TUVW-XYZ[��=!

@AB-1<awI�´J��z{�ÑPFG$(1) �VÇ?À\Ö9YtZ°

�g��?×8:,()*J828EÈËa@AaB-1<QJýòN�åU

gh�Z«¬��?ÈËaK�´UR[FGLYvr·[  (2) ×8:,()*

�?Ö×*�Yw��uRÇaÁdDXNh�lÈËNÊpk#JPijMa

ÈË? ID0ý<+,ÚNcµ^Ql@AaB-1<QJSÈËaýòpkkó

ôNcQR[ 

 

:¬?/7@µo�N��_���=!

��z{�ÑPFG$@Aa��QRys��?-6Þ)*ñ,Ú/0N�P

QlJ×8:,()*�?ìB)*àÂÖ×*YìB)*Nv�QR[ 

 

4-4. -./012_` 

 

! ~?@YpJ~d\Ya$+/7893,:?()*+,-;<5=aE�

ZGHJ¦fXuRGHNÀ.Ql?Ö×J,KLaeZ��N��R�?1

23456EFa°Xl$©[ 

 

:k®C©äVR-./012,7ª_`=!

! Windowse?1«ØD*CJ¦?y?2ÙE�=?-./012,7ª�O

PF�CpX?@ÌNOPQ3È�ZABC87WyzN��R�apJ12

3456Å,3NH¡�~.U��.HZ[ØD*ÓÔBa123456Å,

3U[bkdZ.JNß?Ê[À|c�U¼½°à4U=ÊkdZ[Windows 

Ytd¥JMicrosoft Update (Windows Update) N§QlRA2ÙE�=U�

�kdlXZ[�aJðb?J,ÞC8aB)2g,*�Z��UtZ[.~

÷UJÎ�apðb?J,ÞC8>?0bUHkdlXHX7893,:UY

XR�J�Ya[bkdJ123456Å,3?RA2ÙE�=U['kdl

XZ123456Å,3N�PQlJ3ÈN²�ZÓ×3<Jç)*UYX[ 

! Windows XP �lYpJMicrosoft Update NJ�Ì�aÎ��ZefapX

YµZ?YJ¦dN�P�Z=µYtZ[\RJMicrosoft YpJOï0æ�m

��B74ñ©¨Ypnm�/UJ�«Yp�m��aJ123456Å,3

a¯�Z0bN\.�l�ZefazlkdlXZ[ðçYvJOï0æ�m

�apJ¦?0bNQH}d¥HcHX[ 
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! f×-ÙØD*YpJf×-ÙØD*123456,18:,1Y12345

60b2ÙE�=?/0N=ÊQlXZ[ðb?0bYpJWindows?Ï�H

0bpX¡°t�J¦dZdJI?efH123456Å,3URAkdR|J

<=lMef[ 

! HJWindows�K? OSNÑulXZê�avJ�aðb?J,ÞC8a

B)2g,*�Z��UtZ[R.U¥JMac OS XYpJØD*ÓÔB0B)

2g,*NX¿�aÎ��ZefapXN�Z=µYtZ[ 

! \RJMicrosoft �K?ØD*ÓÔB?12345 60bpJ Microsoft 

Update |c0b�Z~.UYµHX[QRUulJÑP�ZØD*ÓÔB?

123456/0N�lJÛÜHo��Ì�aB)2g,*�Ze?pXNQ

lJðb?ØD*aB)2g,*�Zefa½U}Z=µYtZ[ 

! 123456Å,3NouRGHUJ123456Å,3?RA2ÙE�=

CRAJ,ÞC8U��kdZ`a¹~Z~.N�½Ô>V@BW�*Ùg×

GH�.�©[¦?efH4<-vtZR�J�a1234560bNÎ»Q

lXR.QlvJ¦?y?123456EFNoul4<-Npc����U

tZ[ 

! JPCERT/CC2YpJ$%|°Ðq:;?²X���HIa¯�Z/0N/q

r¹QlXZ[~~YJØD*ÓÔB?���/0U�cdZ~.UtZ[ 

! ÈùQRWebÖ×*a���UtZê�avJÓ×3<NØÓ8Ù,Úk#

cdZJ.XuR��Nv}Z~.UtZ[Web Ö×*?���a°XlpJ

Ì3-1 WebÖ,?<Ð?¼Y����R[ 

 

:V?�©>ªXk®C©äV=!

! V?�©>ªXk®C©äV.pJ7893,:Ó×3<Nr^0L!�Z

R�?ØD*ÓÔBYtZ[�aÌB8ìÓ×3<ÐJ\RpÌÓ×3<EFØ

D*ÓÔBÐHI.vPf[@AHØD*ÓÔBUàÂJ\RpD4,Y��

kdlXZ[ 

! 7893,:Ó63<?RIHINÒ¯QRg,:DÌ×3�Û@7?®6

>ª�.7893,:À'YC�.�kdZg,:NÍ��Z[Ó63<pJ

s?ab^Utc.dZR���Ì�ab^UWA.´\dZefHÓ63<

                                            
1 1,D56.123456 18:, (Microsoft) 
http://www.microsoft.com/ja-jp/security/default.aspx 
2 http://www.jpcert.or.jp/ 
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v±�Z�Jý:,8DÌ×3CÓ63<rt�8Þ8pJs?a0bkdl

XZ[QRUulJB8ìÓ×3<ØD*N×8<*,3QRcJ�aðb?

Ó×3<aEó�ZefaB)2g,*N�ZefapXN�Z��UtZ[ 

! HJ@AHB8ìÓ×3<ØD*ÓÔBNØÓ8Ù,Úk#ef.�ZG

Hv±�Z1[ 

 

:T�hÞ7Cd��b=!

! 4-2@?Ìþ,*<2Ò8Ð?ÜYÅeQRefaJÊXlXZþ,*UtZ

.123456?4<-.HZ[7893,:NÖ,J.QlíPQlXH¡

lvJWindows YpJgD�3*YÊXlXZX¡°|?þ,*UtZ[

Windows XP Professional YpJ 

! 123/udp (ntp) 

! 135/tcp, 135/udp (rpc) 

! 137/udp (netbios�`Äú) 

! 138/udp (netbiosÕ�ÓÞ8E) 

! 139/tcp, 139/udp, 445/tcp, 445/udp (DÌ×3u248:Tù) 

! 500/udp (IPsec?Ï®) 

.XuRþ,*UÊXlXZ.kdlXZ[ 

! 1«�apJÑ.HXþ,*p3ôZ=µYtZ[R.U¥JNetBIOSÖ,

?<N6w�ap TCP/IP?2Ùý56?Ì³·Ð:Õa'�kdZÌéspXÐ

ç:8NIQJÌWINSÐ:ÕYJÌNetBIOS over TCP/IPN?xa�ZÐNÏ

=¥eX[~dY 137,138,139 8þ,*U3ôcdZ[Q|QJ135 8þ,*

?efaJ��aw�cdHXþ,*v±�Z[ 

 

:®6>V7©Q7ª=!

! ®6>V7©Q7ª��nv�.pJtZRX?7893,:()*+,-

.¦?K'.?§\Nu|QJÀ'?7893,:()*+,-?²³Nwr

�Z~.N¥�.QRØD*ÓÔBJtZXp¦?ØD*ÓÔBNx"QRæ

,ÚÓÔBYtZ�¼RRÀ?×8:,()*Õ,Ê,NÌù�/0Ð|c¸

ZR�a¼R�¢Up²QR#tðH×8:,()*?D63:48ENE6

                                            
1@AB8ìÓ63<0ØD*ÓÔBa¯¡Ö�BSM?Ñ3,< (F-Secure) 
http://blog.f-secure.jp/archives/50283874.html 



    

 50 

,*DÌ×B,Ó�,3 ; The Great Firewall of China; GFW .Pf1�[

Windows XP SP2 �lYpJ�]�HDÌ×B,Ó�,3Ux"kdl�J

gD�3*YùxaHulXZ[ 

! DÌ×B,Ó�,3apÌÛÜBC®2ª@êÐÌô7.BCÚ2ª�7C©

ä>êÐÌV¼0Ü7¯)?�7C©ä>êÐUt�J¦dZd OSIáÍ�g3

a}Z()*+,-D�6×)ç�J*�8<þ,*D�6×)è�JB24

B,;C8D�6×)y�Y§\?ÇÛu@ÇÛN½,QJu|�Z�Wikipedia

ÌDÌ×B,Ó�,3ÐáÍ�[~?¼YJðj?B24B,;C8�û,*Ó

Ô×.pJýB)*YpH¡JHTTPC FTP.XuRB24B,;C82Ù*

73?6w3YK'.?§\Nö´QJu|�Zv?Yt�J ¼½.¯ô7ð

.v�¥dZ[2Ù2;Ö,JNÑf~.YJB-1< URLìÔ)-JÓ×3

<ìÔ)-J/0_`r^.XuR§\?¼¿?ìÔ)-UÛÜ.HZ[ 

! ÕÙ,ÚJ8Ú3,:? NAT�ÜNijapX�Z~.YJýB)*D63

:�?DÌ×B,Ó�,3.QlÑf~.UYµZ[R/QJ3,:?ý<+

,ÚNijapXQJK'e�3,:?pXlÄa��YµHXefapXQJ

DÌ,=ÓÔBNðb?v?a0bQJþ,*D�+,g68EC IPD�+,

g68E?�Pap/qNµf��UtZ[ 

 

:DMZ=!

! À'()*+,-.K'()*+,-NDÌ×B,Ó�,3aeuléÝQ

lJÀ'()*+,-NK'()*+,-|c?GH|c¸Z>Ia°Xl¸

�QR[Web Ö,J,C7,3Ö,JHI?Ö,J,NíP�Zê�apJK

'|c?��aEQlJþ,*NÄù�Z��UtZ[vQ¦?efHÖ,J

,NÀ'()*+,-a²XlXZê�J¦dc?Ö,J,UK'?GHÇ|

cGHkdlF�kdRê�apJÖ,J,N§QlÀ'()*+,-NGH

kdZÛÜ�UtZ[ 

! ¦~YJL�?À'()*+,-.��?YXK'()*+,-?¨ap²

kdlXZéÝkdR()*+,-zï�ÖÕ()*+,-�Np²�Z>I

Ut�J~?()*+,-zïN������DMZ, demilitarized zone�.�

©[ 

                                            
1¼R?E6,*DÌ×BÓ�,3NQ�-UZÌ{|z}Ð! þ| (Internet 
Watch) 
http://internet.watch.impress.co.jp/docs/column/security/20100709_379029.h
tml 
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:ë7ª{|êyz=!

! 7,3N§Ql?Ó×3<3ÈN��R�apJ�o?EFUâUcdZ[ 

(1) IÈ�5çTRo�ë7ªg¼ÚH/7ehj�¼ÚH/7ab��_gî��

®6>ªd »¡!hj�HTMLcd?��7,3U��Hh{pæ°tZ[

(1) HTML7,3apJJavaScript?efH<-42*NLMÃõ~.UY

µZR�J@AH<-42*N �Ã+/7,3N'�QR/}YJ123

456Å,3NOPQRGHNv}lQ\f~.UtZ[(2) HTML7,3

aplqN �Ãõ~.UYµZ[z{7,3apJB\ÇM.a URL U

QHZ�kHlqDÌ×3� ÓÔÕ?,78�U �Ã\dlXlJ¦?

URL U�®^kdZ~.aeulÌqUz{7,3Nò+/|Ð.Xf/

0N�ZefaHulXZ[Ì7,3Nò+/Ð~.UwcdZ.J¦?7

,3BÚ6<UÌ´µlXZÐ7,3BÚ6<YtZ~.U |�Jz{7

,3UBcdl¡ZTZUMUZ[\RJGHP?lqDÌ×3NòMÃ\

#Z~.YJ-Ù<Ö×*4-�<*D�,ÞÔ4?GHNv}ZÛÜ�U

tZ[ 

(2) {|®6>ª|$Ro�ë7ª_g¤¢pd£¤b�\HJbwc~s|c

?7,3a°XlpJ×}DÌ×3N²]aÊXlpX}HX[ws|c?

7,3YtulvJ¦?×}DÌ×3U«Taws|cBcdl_Rv?H

?|J7,3?ÀÁNbl�QX.µapûZN�Z��UtZ[7,3?

¥¦o§_�¨�©bë7ªV9ÚXgîª�ab«,#¬nYt�J0xÇU

From Nws?7,3BÚ6<a+UlÓ×3<7,3NBZÛÜ�UtZ[

Nm`d�®r©>ªXë7ªvtZR�J/qU��YtZ[\RJÓ

×3<?¼apJBÚ6<�a�¯kdlXZ7,3BÚ6<8a��a7

,3NBZv?vtZR�J¦?7,3UJû|aB\Ç«sU¬XRv?

YtZ|If|JvQ@öH}Utd¥Vf��UtZ[v\QR{|®6

>ªR¯°�d±²Ql�QXDÌ×3Nb }ZR�?pXNQl¡

.öX[DÌ×3?^qNB×78lqYb }ZÏ\U°XlXZ.JÎ

�DÌ×3?B×78NWord?B×78lq.�ZJ.XuRefaB×

78?lqpªåYµZR�JDÌ×3?^qNÔÕ�YûZ�ZÏ\N°

}Z[Windows YpJÔÕ�U'�kdHXpX.HulXZR�JÔÕ

�N'��Zefa�Z[ 

! HJ7,3NBZ�apJv\ÇaÌ�QXÐ.¦.dHXefH7,3



    

 52 

N¬¡~.UJfÓ,YtZ[¦?R�apJ�o?efH½��U��.H

Z�¯à$3-2ß�[ 

(1) T� (Subject) a��aè§�HPTN¬¡[ 

öXT�$Ì/0ÍhÎÏ E?¤»a°XlÐ 

! ! ! ! ! V è§�?tZT�pJz{7,3Yp�Ì´ïQa¡X[ 

OXT�$Ì~+axpÐÌe÷Q¡PXQ\�Ð 

! ! ! ! ! V ¼¿Nò\HXY�lcdlQ\fÛÜ�t�[ 

(2) \·YµZ7,3BÚ6<|cB\�Z[��7,3?BÚ6<YpJ$´

YtZ~.U |cHX[ 

V! ÿ!?Ë�JDNSa°Xl 

(3) [\Ç?/0N¬¡[Ð�NÑf.öX[ 

(4) HTML7,3NÑ.HX[ 

(5) @�H×}DÌ×3NBcHX[«5a¬}¥öXÀÁp«5a¬¡[ 

(6) ×}DÌ×3NBZ��UtZê�apJ×}DÌ×3?ÀÁa°Xl«5

YÅe�Z[ 

!  

:®6>ªÀÁk®C=!

! ®6>ªÀÁk®C.pJ×8:,()*N§ôlDÌ×3N@RXYZY

Tù�Z~.N¥�.QRØD*ÓÔBYtZ[®6>ªÂÃk®C.v�¥

dZ[DÌ×3TùØD*?¼YvJP2P B24B,;C8pJ×8:,()

*aEQlþ,*NÊXlÖ,J,�HÌ-N�Zê�UY¡J\RB24B

,;C8ÍüU�©��QlXZê�UYXR�JB24B,;C8a123

456Å,3UtZê�apJÓ×3<U P2Pa3ÈÔ#�Z���Nrul

XZ[\RJP2P ()*+,-�a±�ZDÌ×3?¼YJRa���? 

X;<5=UÑ.dlXZê�apJÓ×3<N3ÈÔ#Qef.�Zsa.

ulã�UöXR�JÓ×3<a3ÈQlXZDÌ×3UYX[P2P ()*+

,-�YØÓ8Ù,ÚkdlXZDÌ×3?÷ ��pJÓ×3<YtZ.k

dlXZ[ 

! WinnyC ShareHIN×8<*,3QRýØ78|cJ³´©>ªXae�

üs/0C�~/0U_`�ZSTU[´QlXZ[Winny? P2P()*+,

-�aì^QRüs/0C�~/0pJP2P ()*+,-�|c/0NäL�

Z~.UèzYtZJ.XfRIUtZ[ 
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:����Rµ�¶\=!

! USB7�4JgÞ:3ñ7�Jê3,Þ)-26,),HI?K'Òä½§

N�QlÓ×3<a3È�Z~.UtZ1[y?ýØ78YÑulXR USB

7�4e?K'Òäa°±kdlXZDÌ×3aJÓ×3<UÉ�kdlXZ

ê�apJ¦dNÎ��Z~.YÓ×3<a3È�Z[$�['eYJUSB7

�4Àa<�×ÚP? PowerPointDÌ×3NÎ��Z~.YJ¦?ýØ78U

Ó×3<a3ÈQJkcay?Õ,Ê,? USB7�4À?DÌ×3UÓ×3<

a3È�ZJ.XuR��v^lXZR�J<�×ÚNÎ��Z`a Ó×3<

ìÔ)-N�ZJÓ×3<EFØD*?f-ÙÓ×3<EF�ÜNÑfJf-

ÙÎ�@ÛÜH pptxDÌ×3NÑfJ.XuRefHEFU��.HZ[ 

! Windows 2000 �lapJýØ78a  USB 7�4U��kdZ.J¦?  

USB 7�4?¼a²|dR autorun.inf.XfDÌ×3Y�XkdlXZ2Ù

E�=N�Ì�aÎ��Z�ÜUtZ[USB7�43È�Ó×3<pJ~?�

ÜNOPQl3ÈëÌN�fR�J�Ò?efae��aDÌ×3NÎ�QH

¡lvJ3È�Z[EF.QlpJ�oUâUcdZ[ 

1. ^¬@e? USB7�4NÑPQHX[ 

2. \·YµHX7893,:Yp USB7�4NÑPQHX[ 

3. USB7�4?�ÌÎ�Nk#HXefa OS?pXN�Z2[ 

4. 123456�ÜU°XR USB7�4NÑP�Z[ 

 

:ÛX879R�+=!

! &¬GHCòTR�GHaeZ��N��R�apJÁ]a9:kdZý<

+,Ú���C� ?üs/0NLM�.#Rv?Jqwerty e�NÑ.HXJ

�5çJ#5çJZçJtZXpÒ9N\êlHZ=¡vX5çZ?ý<+,

Ú.�ZJX¿�aý<+,ÚN+0�ZJBñÓ8*-ï©a}�kdRý

<+,ÚN+0�ZJMZ?Ö,?<YÍôý<+,ÚNÑ.HXJý<+,

Ú?7�NtkHXJ.XuREFU��.HZ3[Q|QJ¦?efH�Ua

¡Xý<+,ÚNÖ,?<M.aR¡k+-ïQlJ¦dNs?a+0QlJ

                                            
1 USB7�4YÔUZÓ×3<Ìd,*�8ÐpJHêEX (ASCII) 
http://ascii.jp/elem/000/000/544/544216/ 
2 Windows ?�ÌÎ��ÜN?xa�Z>I (Microsoft) 
http://support.microsoft.com/kb/967715/ja 
3 ý<+,Ú?gh./q (IPA) 
http://www.ipa.go.jp/security/fy14/contents/soho/html/chap1/pass.html 
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I~av7�#HJ�dHXJ.Xf~.peþI?Òä�UH}d¥zQ¡J

I~|Y�7NQlQ\X123456UçoQ|�HX[ý<+,ÚNgh

�ZØD*�JU¥ ID Manager1�N¯��Z~.vã°?>IYtZ[ 

 

:k7¯8ªß?(:V0?°_`=!

! ;C3Ø,Ö,D68JH��\QJ*�)28Ee?Ø,;Ò3�8ÞÑ

B48EEF.QlJ°ëYp 

1. <-4,81,JÙ)- 

2. -4,8g6<- 

3. �~/0¬q?;36)Ø,ÂÐ?�� 

4. 7,3J)-N�PQR IDµX^QûZ 

5. ghÇ.?Ä�N-Z 

e?EFUocdlXZ[ 

! ®2B¯?°��?efaÖ×J,KLavØ,;Ò3�H�,U�ulX

Z[²]a�kdHXefaJº�½Nr°SUÏ�YtZ[ 

 

4-5. ·y×¸¹ 

 

:·y×=!

! ×8:,()*�Y?§\pJýB)*UV�9a:¡\YaZA?3,:

N%{�ZR�aJy¼?%/YOq?tZ0xÇU§\?¼¿N±MbZ~

.UÛÜYtZ[¦~YJ�~/0NC�.��Z�apJ§\?¼¿NÍv

kdlv§\ÀÁU |cHX@aJ§\ÀÁN·y×�Z��U^Z[O9

±?�3pJ�o?§�.HZ[ 

1. O9±QRX5�ºU$�c©+�NPq�Z[ 

2. O9>dNúXQJO95N-ï�·y×��Z[ 

O9>dUµ\uR�YJO95N-ï�Z�a�P�ZäN».Xf[ 

3. O95NV�aBZ[ 

O95U[;a±ÑkdR.QlvJ½5pwcdHa¹õ[ 

4. ATHv\ÇUO95N¼y�Z[ 

ATHv\Ç�KUO95|c½5N�ef.�Z@AH-ëp½ .Xf[ 

! §\?O9±pJ×8:,()*?��U´\dZe�v`avJ~H.

                                            
1 http://www.woodensoldier.info/soft/idm.htm 
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dlXR[Ã��HO9apJÃVT·y�R.U¥]5çN �V�V� .¶X

Z;D*�Z¯7K7·y�C¾¿T·yUt�J~dc?O9apÌÏÐ?

å�UHX[\RJ~dc?Ã��O9pJ!5�ÄòUÁ]YtZ[¦?R

�JýöYp�~/0?§\aÃ��O9UÑ.dZ~.pHXUJ�~?°

rN¥�.#HJ��?TxJýÞ3?ÄIJ(:¥d/0J@�'ý eN»

�R�a ROT13 1�13 ;D*?;,Ê,O9JO9±.'9UÍô�UPX

cdZ~.UtZ[ 

! ýöO9pJÏNPXJB3N4Þ=U=ÊkdlXZv?UYX[Ï?�

��XaeulJT§ÏO9.=ÊÏO9? 2^qa }Z~.UYµZ[ 

 

:Àq»,À»=!

! O9±.'9aÍ¶?ÏNPXZO9>dNÀq»·y.Pf[1976Èa=

ÊÏO9U�ê�Z`pJO9.PU¥T§ÏO9YtuR[¶>J À»·

ypJO9±.'9aSü?ÏNÑXJO9±?�?ÏN=ÊYµZef aQ

RO9>dYtZ[ 

! T§ÏO9?v¬pJ�XU��YÍhßÉUßX.Xf~.Yt�JÚ¬

pJ§\?V�9M.aLù?ÏN-ïQH}d¥HcHX~..Jtc|ô

�²³H>IYV�aÏNckH}d¥HcHX~.YtZ[T§ÏO9>d

apJDESJAESeUtZ[ 

! =ÊÏO9pJÀ».ÁÂ»?EaHZæ°?ÏNÑulJO9±.'9

N�fO9>dYtZ[O9±ap=ÊÏNPXlJ'9apª=Ê?û~Ï

NPXZ[v¬pJO9±a��H=ÊÏ?C�.�UÁ]aHZ~.Yt�J

Ú¬pJMiHz{N�ZR�aO9±.'9a��ZÍh©¨U||Z~.

YtZ[ 

! ~?efaJ=ÊÏO9.T§ÏO9apJ¦dZdv¬.Ú¬UtZR�J

§�pi>NLM�.#RcYO9±UÎåkdlXZ[�H.xJ ¦?êo

�?T§ÏNÑulO9±QJ¦?T§Ï?�B?MN=ÊÏO9Y� f[~

f�Z~.YJÏ?C�.�U²³aH�J\RO9±.'9a��ZÍh©

¨UÚ¡HZ[ 

! =ÊÏO9Nñ�lÎýQR RSA·yUJe¡PXcdlXZ[RSAO9pJ

�ZU#µX�ïZ?ÃÄÅ¢½ù»UèzYtZ~.N²³�?��.QR

                                            
1 http://rot13.com/ 
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=ÊÏO9YtZ1[ 

! =ÊÏO9>daeZO9±J'9?�3p�o?§�YtZ[ 

1. v\Çp� ?=ÊÏ PN³wxa=Ê�Z[ 

2. B\ÇpJ=ÊÏ PNÑul7)1,ÞNO9±Ql|cB\�Z[ 

3. v\ÇpJ=ÊÏ P.EaHZû~Ï SNÑulv\ÀÁN'9�Z[ 

4. O9±kdR5NÍvQRÇpJ=ÊÏ P pwulXZUJû~Ï S p 

|cHX[P|c SN>�^�~.pJz{©¨�a��lzQX[¦?R

�JO95NÄò�Z~.pe¦YµHX[ 

 

:À»·yRÆÇF=!

! =ÊÏO9pJATHv\ÇUATH>IY-ïkdRO95N'9YµZ

ÌU|FÐ.JATHv\Ç�KUO95?�=l\Rp¶'NÄòYµHX

.XfÌÁDFÐNr°~.U�¾kdZ[ 

! RSA O9YpJ#µH,Z p,q U�UcdR.µa¦?( n=pq Nz{�Z

?p��YtZUJnN,ÇZ Ä�Z?ap©¨U||ZJ.Xf~.U�P

kdlXZ[hz�ap n N,ÇZ Ä�Z~.UÛÜYtZUJýÎ�a©

¨U||���lQ\fR�JÄòUèz.HZefHJ�Z?#µX n NÏ

©?YtZ[ 

! =ÊÏO9pJû~ÏU_`�d¥ÄòkdlQ\f[\RJû~ÏNºu

RcJ'9UYµH¡HZ[QRUulJû~Ï?���Xap/qU��Y

tZ[ 

 

:À»R@È=!

! =ÊÏO9?²³�Nû°�ZapJI?=ÊÏUI?Õ,Ê?v?YtZ

?|.XfEóNµx+.°}l¡��UtZ[vQJ=ÊÏ.Õ,Ê.?

EóU¨�ulXZ.J¨�uRÕ,Ê?=ÊÏNÑulO95NB\QlQ

\f[¦~YJ¶·a\·YµZ0xÇ�¯U@ÈÉN=ÊÏ.Õ,Ê,?/

0NEó�}�Z>IU�cdlXZ[ 

 

:SSL_Êb@È=!

! çßYÄÅQR TLS (SSL)pJ@AHB24B,;C8D?2Ù*73.L

M�.#Z~.UÛÜYJRaWeb.LM�.#lJÓÔÕZ).Qle¡P

                                            
1 RSAO9§û�£ (CyberSyndrome) http://www.cybersyndrome.net/rsa/ 
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XcdZ[SSLp·y×î@ÈîeË=>?�ÜN���Z[�H.xJcdî

h<a!eîeËdÌÍ[ 

�ã�·y×$cddÌÍR�aJT§ÏO9>da1�¡O9U��kdZ[

-�×B8*.Ö,J,?î>Y´ïQR�Z|cT§ÏU´ïkdZ[Ï?

±ÑN��R�aJÖ,J,?=ÊÏYÏNO9±�Z|JtZXp=ÊÏO

9>dYÏN®�Z�Diffie-HellmanÏTùB3N4Þ=�[ 

�æ�@È$h<a!edÌÍR�aJÖ,J?=ÊÏ?AT�N°)�Z

À»ÈÎSa1�¡Z)�ô7ðÈÎS�U��kdZ[Ö,J)e¬pJÖ

,J?=ÊÏNZ)\?û~ÏYO9±QRo�ÏE�Ô(@ªÏE�Yt�J

v\Çp��Ð�NZ)\?=ÊÏYr)QJÖ,J?=ÊÏ?AT�NûZ

�Z[Ö,J,)e¬apÅ<*�U¬µÃ\dl�J-�×B8*p� 

U��Qef.QlXZÖ,J,?Å<*�.¶]�Z|If|ûZ�Z~.

UYµZ[)e¬apÁÐÑÒUpXkdlXZ[Z)\¦?v??\·�pJ

\·YµZZ)\|cZ)Nv}Z~.aeulûZkdZ[QRUulJ§

�ÓÔÕÕ�ÓÊN×8<*,3�Z�aJÎ�tZ#�?Z)�¯?ª7C

ÈÎSU<Ó�$b@ÈÉ.Ql�¯kdZ[HJ\·YµZZ)\|c?

Z)Nv}HJ� Y� NZ)QlXZ)e¬pJÌ�p\·Yµ\�J°)

Q\�Ð.PulXZFG.ÍôYJ\·YµHX[~?efH)e¬NJd

6d6FGavôulÌd6d6)e¬ÐHI.��kdZ~.UtZ[ 

�ç�efg=>$B\�Zg,:.J�ã�Y´ïkdRT§Ï|cJñB¯

/`ÅaeulñB¯/Ô�ëB-7(÷>(äXCJ÷>(äXC�N´ï

QJg,:a}N�Z[g,:U0xÇaeul��kdRê�J0xÇpT

§ÏNwcHXR�aæ);3äN}N�Z~.UYµHXR�J�Î+Ur

^kdZ[ 

! ~?efaJSSL p²³a§\N�ZR�a-cdR2Ù*73YtZUJ

ÌSSL /|c²³YtZÐ.pPUHX[��JI?efH~.aAN°}Z

=µYt÷f|[RaJý<+,ÚCüs/0N���ZWebÖ×*N²³a

�P�ZJ�H.xD6);8EFG?��N�w�Z>Ia°XlJÌ²³H

WebÖ×*�P?�"1Ð�Fë��ò�_`¬�YÄÅkdlXZ[ 

 

:ýs 5-3R-./012=!

! ?@ LANpJ�Xaeul§\U�.dZR�J0xÇaeul§\ÀÁN

                                            
1 https://www.rcis.aist.go.jp/special/websafety2007/ 
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ÍvkdJ±ÑJH��\QJ��kdZ���UtZ[QRUulJO9±

§\aeul123456Nû°�Z���UtZ[Äò��U4+YXZR

�JCCÃXO9>dYtZWEPp��aÄòkdlQ\f1[WEPpO9±

.Qlpq!NHQlcHJWPA\RpWPA2NÑf=µYtZ[ 

 

4-6. ()-./012Þ0¯7 

 

:()-./012Þ0¯7=!

! ()-./012Þ0¯7.pJ°ëHI?L�a}Z/0XF�gÞ:

3g,:?MHcH(½§vÛõ�?/0123456EFa°Xlò��0

§¨�|°è§�a.�\.�Rv?YtZ[�a123456þ4;,.�

¥dZ~.vYX[rt�8Þ8YÌ123456þ4;,Ð.rtQlMe

f[@AH°ëJ��§e?123456þ4;,Nòõ~.UYµZ[!

! /0123456.pJ���! !�¡¡¡�aeulJ/0?�~�J¢³�JÛP

�Nwr�Z~..X�kdlXZ[¦dZdJ�o?efHq!YtZ[!

! mÂF£!B-1<NZ�cdRÇ/}UB-1<YµZ~.[!

! ÕÇF£!/0UÂýJ��2pÄ!kdHX~.[!

! ¬PF£!/0>?B-1<NZ�cdRÇUJ��H©a/0aB-1<Y

µZ~.[!

! /0123456EFN� aQHX.J°ëYpùå?/0U_dlQ\

fHI?/0_`0/0ì^J/0;<5=?6wCg,:?Âýe?·�N

v}Z~.aHZ[�¡¡£ Èa¹µR ¤�¦��¥!�� ùå/0_`STpJ@AB-

1<aeZý £¦¡ós ?±u()²³YJØD*J8- ��?='QR��ò

³p �¡¡SôN5UZ[ 

! /0123456þ4;,p()-./012¹ºFÖ.()-./012

_`¹×Y4ïkdZ[Ì1«>§ÐY�«�HâU>NX�J��aóôl

WebÖ×*Y='�Z[ÌEF1�ÐYJ1«>§NÎý�ZR�aJè§�a

¨¸�Z=µÀÁNÒ��Z[R.U¥Js�123456J���1234

56Jnh�0mn�123456HIa }lJ¦dZdEF1�NFX�

Z[/0123456þ4;,aÛ\dHXÎ»�3YJEF1�aX�cd

                                            
1 ¶#aQl?@ LAN?WEPNÄò�Z>IU°Xa�êJ\vH¡Äò2
ÙE�=N=ÊÃX (Gigazine) 
http://gigazine.net/news/20081013_wep_morii/ 
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RÀÁNJëÖ�YÎ»�ZR�?�3Nè§�a'�[ 

! ;<5=�?123456EFUijakdlXlvJL�a¬<�Zs?

123456q�Uç}d¥JijHíPUYµHXR�J~?efH123

456þ4;,NL�.QlX�J5¬±QJ4ïîUÎ�YµZefaL�

.Ql��Lõ[ 

! 123456gh?R��HU×Ú�×8.QlpJBSI��Rtâ7��U

-ïQR BS7799 .Xf°ë0U§u}?/0;<5=123456gh?U

×Ú�×8Uù�YtZ[BS7799p�o? 2'|c4ïkdJ 

! 0 1'$/0123456f(Þ78*?R�?Î©t: 

! 0 2'$/0123456f(Þ78*;<5=?R�?K@ 

è§�ap�o? 10ü?123456gh ªUtXkdlXZ[ 

(1) 1234561«>§ 

(2) L�?123456 

(3) XF? qe®gh 

(4) s�123456 

(5) nh�e®mn�123456 

(6) §\e®íPgh 

(7) B-1<u| 

(8) ;<5=?Ê[e®°¸ 

(9) Së1�gh 

(10) i�� 

! �«YpJBS7799 ?0 2 'N1aQR ISMS i��æãuÉUÎ»kdJ

°ë?/0123456f(Þ78*;<5=(ISMS)UJBS7799 ?0ã'N

À.QR ISO/IEC 17799a��QlXZ~.UZXkdZ[ 

! IPA�/0Íh94�4�YpJ¼�°ëu}/0123456EF?R�?

��ó,;,*.ý8D6)*N-ïQlXZ1[��ó,;,*?è§�H/

0123456EF?ìÔ)-Ü¥NblJ¦dZd?Ü¥UI?efHh{

YìÔ)-Ü¥.Qlt�cdlXZ|JâUlMef[ 

 

:()²³_`=!

! /0123456EF?¥�?ã°aJ()²³_`UtZ[/01234

                                            
1 ¼�°ëu}/0123456EF (IPA) 
http://www.ipa.go.jp/security/manager/know/sme-guide/ 



    

 60 

56?|}|cpJ�~/0U_`�ZSp/0?�~�Uº.dZ~..H

Z[2004ÈaYahoo! BB�¯Ç?üs/0ý460ós U_`QRST1YpJ

ØD*J8-pYahoo!BBN�Ç³îaJ«®.Ql500ô?ò¬NBuR[

ØD*J8- BB U['QR��ò³p 100 SôN5UZ[¦?jJ@AHü

s/0_`STU[´QJ0+kdlXZ[~?efH/0_`STU[��

Z.J·�ÔÕYò)�H��Nv}J°ë?\PNºf[ 

! üs/0NÛõ�~/0U_`�Z�ÇapJ�o?efHv?UtZ[ 

(1) Â,*ýØ78C USB7�4e?Òä½§?rxí®.ºJ±z2 

(2) 7893,:Ó×3<?3È3 

(3) OqtZÇaeZ@AB-1< 

(4) ëÖ®¯9NÛõÀ'¯¸Ç?q(�H_` 

!

:¼à>ð¯7,±u()=!

! 2003 Èa±u()RØÙ_`ab[c�st$±u()ØÙ[�Uï¹QJ

2005 Èa³Ä»�kdR[~?I�ae�J5000 TN5UZüs/0N¬r

QlSëaPXlXZSëÇpüs/0��SëÇ.kdJüs/0��Së

ÇUI�aX�cdlXZijHEÍN�.HX.JÚSÝU°kdZê�U

tZ[ 

! üs/0J2�×J;,aE�Z¯½? \�|cJY¡?°ë?ÓÔÕÖ

×*Yp2�×J;,þ4;,tZXp±u()ØÙFÖUX�JÀ2QRü

s/0NI?efa���f|NeÒQlXZ[ÓÔÕÖ×*aeulpJ ~

?¼aÌ0xÇa/0���Zê�UtZÐ.eÒkdlXZê� vt�Jü

s/0N×8:,()*aB\�Z�apJ2�×J;,þ4;,Nò+Y±

��Z~.U¾�cdZ[ 

 

:Ú#±u()hR.=!

! üs/0°¶I0æÛYpJüs/0.pÌ´±�Züsa¯�Z/0Yt

ulJTC/0aÛ\dZ²�J´Èï�¦?y?Ò�eae�RX?üsN

                                            
1 üHüs/0ì^ST («³´) 
http://www2.ttcn.ne.jp/honkawa/2795b.html 
2If�Z=USB7�4aeZ/0_UXCÓ×3<3È (ASCII) 
http://ascii.jp/elem/000/000/455/455750/ 
3 º§y?/0ãóTUì^�µ³v¶·Ó6Ñ,3ÈY (òÂbc) 
http://www.yomiuri.co.jp/net/security/ryusyutsu/20070613nt0d.htm 



    

 61 

�S�Z~.UYµZv?�y?/0.Á]aÍ��Z~.UYµJ¦dae

�RX?üsN�S�Z~.UYµZ~..HZv?NÛõ[�NXf[Ð.X

�kdlXZ[²�J´Èï�J�º89J«¬püs/0YtZ[7,3B

Ú6<a°Xlp¸zUtZUJüs/0YtZ.ÄlkdZê�UYX[�

��º?ËýÇLù IDpJ���º��aeulvÄlU |dlXZ1[ 

 

                                            
1 Ó637=|c&¥ÌËýÇLù IDp¹�a.ulüs/0Ð ( ¬7) 
http://takagi-hiromitsu.jp/diary/20100403.html 
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*'µ'¶·¸ 

 

ù 4-1! K'?<*6,ÞÖ,?<?�PNrdQlXZ[ÛP�?|}YÖ

,?<Næã�ZÜ¥.QlJijHv?pId|[�IT ý<þ,*úû½ï

23ÈÉ¾¿� 

 

(1) ºf?785Ó8<a�fÖ,?<?zlK?6w¿¨ 

(2) Ö,?<�P?�?Õ,Ê×8:DÔ,<? |�C�k 

(3) °gg,:C�PÇaE�ZB-1<.?pX?�{É 

(4) �P�Z<*6,Þ?�$ÁÛTR�?SP 

 

ù 4-2! vóQR��7,3a PKI�=ÊÏ1»�N�PQRg6Þ:3Ð�

U}�kdlXZê�a½,YµZS/}N³l·�Rv?pId|[�ITý<

þ,*úû½ï 23ÈÉ¾¿� 

 

a ��7,3?×}DÌ×3pÓ×3<a3ÈQlXHX[ 

b ��7,3?ÀÁp§\y¼aXlJy?qav±MbcdlXHX[ 

c ��7,3?[\ÇpJH��\QkdlXHX[ 

d ��7,3p§\y¼Y�Î+kdlXHX[ 

 

(1) a, b! (2) a, c! (3) b, d! (4) c, d 

 

ù 4-3! ��7,3N�QRÓ×3<?��a¼.HXR�a/q�Z=µ~

..QlJijHv?/}N�=l·�Rv?pId|[�ITý<þ,*úû½

ï 23ÈÉRS� 

a \PYµZs|c?��7,3YtulvJ×}DÌ×3?Ó×3<ìÔ)

-N�f[ 

b ×}DÌ×3?^qU8áClqHI?ªÎ�DÌ×3YtulvJÓ×3

<ìÔ)-N�f[ 

c @öH��7,3pJ7,3ØD*?26?3,�ÜYÀÁ?²³�NûZ

Ql|csy�Z[ 

 

(1) a, b! (2) a, b, c! (3) a, c! (4) b, c 



    

 63 

ù 4-4! A�? WebÖ,JpJZ)\Y´ïQR WebÖ,JP?g6Þ:3

)e¬NÑul SSL/TLS §\N�ulXZ[PC U A �? Web Ö,Ja

SSL/TLSNPXlB-1<QR.µa PCU�fÍh?fxJÖ,J?g6Þ

:3)e¬N��QRjaJZ)\?=ÊÏN�PQl�fv?pId|[�/

0123456<Ý;Ò4<*úû½ï 23ÈÉ¾¿� 

 

(1) O9±§\a�P�ZT§ÏN´ïQJZ)\?=ÊÏNÑulO9±�Z[ 

(2) O9±§\a�P�ZT§ÏNZ)\?=ÊÏNÑul'9�Z[ 

(3) g6Þ:3)e¬?AT�NZ)\?=ÊÏNÑulr)�Z[ 

(4) �PÇU��QlB}�Zû�g,:NZ)\?=ÊÏNÑulO9±�Z[ 

 

ù 4-5! SSL a¯�ZÒ�?fxJijHv?pId|[�IT ý<þ,*úû

½ï 23ÈÉ¾¿� 

 

(1) Web Ö×*Ní&QlXZSëÇU2�×J;,f,-N��QlXZ~

.N°)�Z[ 

(2) Ö,J?H��\QN��R�aJ=�Z)¿¨U§\N¼1�Z[ 

(3) §\?O9±N�f~.aeulJ§\%/�Y?§\ÀÁ?_`N��[ 

(4) §\?y¼Yg,:U�Î+kdR.µJÀ?g,:a'À�Z[ 

 

ù 4-6! Õ3,*D�,<GHaCT�Zv?pId|[�óP/0��Çúû

½ï 23ÈÉ¾¿� 

 

(1) ÛÜ�?tZ5ç?tc4ZLM�.#?ý<+,ÚYÙE×8NúMZ[ 

(2) 7893,:>?2,��N³lÒ¯QlK'aB\�Z[ 

(3) ±ÑÇUATH�PÇ?ÙE×8;,B8<N¦?\\Ò¯QlÖ,Ja

B\�Z[ 

(4) Z)UÙÚQl1);C8NÊ,QlZJÕ�ÓÊ. Web Ö,J?¨?§

\YJCookieHI?1);C8/0N±õ[ 

 

ù 4-7! /0123456a¯Ql[´QR×8;g8*?fxJÛP�U·

H.dZ¹�?éÇ.HuRv?pId|[�ITý<þ,*úû½ï 23ÈÉR

S� 
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(1) PCUÓ×3<a3ÈQJwcHXfxa PCÀ?/0Uì^QR[ 

(2) ¬<?½bY¾ÉU�U�JÖ,JU6wQR[ 

(3) Ö,Ja@AF�kdlüs/0U±\dR[ 

(4) DÌ×3?¼?�[g,:?ò³N¤ul0bQR[ 

 

ù 4-8! ¿êY?ý<+,Ú?��Xa¯�ZÒ� a¶d?fxJijHv?/

}N³l·�Rv?pId|[�ITý<þ,*úû½ï 23ÈÉ¾¿� 

 

a ëÖYÑP�Zý<+,ÚN2�×w,*YWeb Ö,?<a�P�Z[ 

b üsPý<+,Úp;<5=ghÇavÀUHX[ 

c ý<+,ÚpX¿�a+0�Z/}YH¡J0xÇawcdRÛÜ�UtZ

ê�av+0�Z[ 

d }�kdRñ¿ý<+,ÚpJðñaÙE×8QR.µa+0�Z[ 

 

(1) a, b, c! (2) a, c! (3) b, c, d! (4) c, d 

 

ù 4-9! /01234561«>§?Åe.QlJijHv?pId|[�IT

ý<þ,*úû½ï 23ÈÉ¾¿� 

 

(1) ¶Éú�cdR/01234561«>§pJ?Þ(<mnC��U+±Q

lv+0�=µYHX[ 

(2) /0123456a¯�ZL�?��LMÀÁN�QRv?Yt�JL�?

*)2aeul�ZkdJ='kdZ[ 

(3) 123456?Þ(<NÔ#�ZR�?Ï}�H�LMa°XlJÁüC¶

·a²¡=ÊkdZv?YtZ[ 

(4) L�?123456?âU>a1�XlJè§�H123456»Fa°X

l�=Rv?YtZ[ 

 

ù 4-10! 2�×J;,f,-N��QlXZSëÇUJüs/0a¯�Zh�

C�LMNÀKaÜP�Z5¬pId|[�ITý<þ,*úû½ï 23ÈÉRS� 

 

(1) üs/0°¶U×Ú�×8! (2) üs/0°¶tX 

(3) üs/0°¶>§! ! ! ! ! (4) üs/0°¶fÑ3B3 
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ù 4-11! d8�×8;C)98EÖ×*a��QR.µJÕ�ÓÊa SSL Ï

f,-U'�kdR[kcaJÖ,J)e¬UJ¥�?d8�×8;C)98

EÖ×*?í&Ç?v?YtZ~.NûZQR[~?.µJW? a¶c ?fxJ

½,YµZv?�Â�.½,YµHXv?�W�?ijHL�#pId|[�IT

ý<þ,*úû½ï 22ÈÉ¾¿� 

a! B-1<QlXZ;C)98EÖ×*í&Ç?ÃÖ:Dp²XQlXZ[ 

b! B-1<QlXZ;C)98EÖ×*pª?Ö×*YpHX[ 

c! �PÇU��QRüs/0J/5/0Ny¼%/Y±MbcdZ~.pHX[ 

 ! a ! b ! c 

(1) ! Â ! Â ! Â 

(2) ! W ! Â ! Â 

(3) ! W ! Â ! W 

(4) ! W ! W ! Â 

 

ù 4-12! GHÇUJ;<5=?�PÇaH��\Ql;<5=ghÇa�ºN

|}Jý<+,ÚN�dR.Pulý<+,ÚNñ¿±QlvcXJ;<5=a

F�QR[~?efH��N¡.Xf|[�ITý<þ,*úû½ï 22ÈÉÜ¿� 

(1) DosGH! ! ! ! ! ! ! ! ! ! ! (2) òTR�GH 

(3) Ø,;Ò3�8ÞÑB48E! ! (4) J)-ÚB 

 

ù 4-13! ª�a#µHZ?,ÇZ ÄUèzH~.N�PQR=ÊÏO9>

dpId|[�1«/0��Çúû½ï 23ÈÉRS� 

(1) AES! (2) DSA! (3) IDEA! (4) RSA 

 

ù 4-14! °ë?()*+,-a}Z DMZ?p²¥�.QlJðvijHv

?pId|[�ITý<þ,*úû½ï 23ÈÉRS� 

(1) WebÖ,JC7,3Ö,JHIJ�Ka=ÊQRXÖ,JNJ�À?()*

+,-|céÝ�Z[ 

(2) EÙ,J3 IPBÚ6<N2�×w,* IPBÚ6<a+®�Z[ 

(3) §\%/�atZÓ×3<NL!�Z[ 

(4) §\%/NO9±QlJ²1�a¢P&@Y��kdlXZ:;N-�^�[



 

`! ÛÜ�#µ|°.Q� 

!"#$%&$'! ÄÀê 

!m#$#$ÅÆ$´º°$_`°Çü¤ÉRÚ[Çü�Æ$�[ 

óP/0��Ç[mn°$JÈÉ°$N¢£.QJ ITNëPQR

_`0À�NQlXZ[!"#$%&$'YpJ~d\YÌ/0

ÍhÎÏ AÐ�dD6<ØD*?ÑX>�JÌ/0ÍhÎÏ EÐ�/

0123456�JÌ/0ÍhÎÏ FÐ�WebÝ,Þ?-ï�JÌZh0

/0ÎÏË� AÐ�/0Íh.2ÙE�ê8E?1<�ÌZh0/

0ÎÏË� BÐ�Java Y$©B3N4Þ=.g,:4B?1<�

.XuRYÊH/0°¥NàTQlµR[  

Å,=Ý,Þ$http://www2.toyo.ac.jp/~seki_k/ 

Twitter: @seki 
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